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Early detection of and defence against complex 
cyberattacks: your SOCaaS for IT and CPS (OT) 
infrastructures 

Our Security Operations Centre as a Service  

(SOCaaS) constantly monitors your security archi-

tecture, alerts you to threats and offers strategic 

countermeasures for maximum incident control.  

At a time when cyberattacks are becoming more 

and more complex and businesses are taking sig-

nificant risks, a reliable security solution is criti-

cal. With our SOCaaS we offer comprehensive 

analysis and support from experienced special-

ists. Our SOC monitors your IT infrastructure 

and your Cyber-Physical Systems (CPS) or Opera-

tional Technology (OT) infrastructure round the 

clock while guaranteeing early detection and  

effective containment of security incidents. With 

rapid initial responses and specific recommenda-

tions for action, we enable your organisation to 

quickly respond to threats. Our comprehensive 

expertise guarantees you maximum security and 

optimal advice. 

 

 Quick detection of cyber attacks 

24/7 monitoring of security alerts on your IT and CPS security infrastructure. 

 
Review of the potential impact on your organisation 

Identification and assessment of security incidents based on how critical they are, possible 

level of impact, and potential risk to your organisation. 

 
Initial response to active cyber attacks 

Mitigation measures are performed autonomously through the SOC within the context of 

our Pre-Approved Actions. 

 Consultation with specific operational recommendations and instructions 

Direct advice on how to proceed in the event of a security incident. 

 Cross-industry experience and expertise in matters of security 

The security specialists hired have a vast expertise and many years of experience. 

 

How SOC as a Service works 
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Facts & Figures 

Basic services 

SOC as a Service (SOCaaS): 

Security alert management comprises monitoring and analysis of IT security events and alerts gener-

ated by Security Analytics or supported third-party systems. We examine security incidents in detail, 

evaluate them in tandem with the customer, and, in the event of cyberattacks, we either discuss con-

tainment measures or have the SOC automatically execute containment measures within the scope of 

pre-approved actions. 

 

SOC as a Service Cyber Physical Systems (SOCaaS CPS): 

Security alert management comprises  monitoring and analysis of CPS security events and alerts gen-

erated via Security Analytics or by supported third-party systems. We examine security incidents in 

detail, evaluate them in tandem with the customer, and, in the event of cyberattacks, we discuss con-

tainment measures.  

 

Options 

– Discover hidden threats before they cause any damage with advanced threat hunting. 
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Supplementary services 

Security Analytics as a Service (SAaaS): 

As security and big data experts, we offer proven security analytics. Connect log sources and monitor 

security incidents from the dashboard. The analysis and response is in your hands. 

CSIRT as a Service (CSIRTaaS): 

Take advantage of Swisscom’s expertise for security incident analysis and management, and receive 

support with preserving evidence and communication. 

Next Generation Digital Risk Protection as a Service (ngDRPaaS): 

Identify digital risks in open and closed networks and take action based on our recommendations. The 

takedown service removes illegal content and offers reporting. 

Network Detection and Response as a Service (NDRaaS): 

Our AI-powered NDR platform offers you visibility and real-time detection of cyber threats with seam-

less integration and advanced models. 

 

You can find more information and get in touch with our experts here https://swisscom.ch/soc 

https://swisscom.ch/soc

