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Boost your cyber security with a Security Analytics
Platform that detects threats to your system
landscape in real time

With Security Analytics as a Service (SAaa$), to be identified and contained as swiftly as possi-
Swisscom ensures proactive detection of security ble. SAaaS enables fast responses to security inci-
incidents throughout your system landscape. dents through specialised threat detection use

cases and ensures compliance through compre-
hensive reporting. Thanks to the platform's flexi-
bility, it grows with your system landscape while
also offering basic service functions like incident
management and SLA reporting.

In today’s networked world, it is critical to protect
business assets from cyber threats. Security Infor-
mation and Event Management (SIEM) offers a
platform for the collection and correlation of log
data from various sources to allow threats

You benefit from an SIEM platform that collects, aggregates and correlates Log Data from

: SIEM-Plattform as a Service
various data sources.

@ Threat Detection Use Cases
Quick response to potential security incidents thanks to Threat Detection Use Cases.

@ Compliance and Reporting
Compliance and Security Reporting for regulatory requirements.

@ Scalability and Flexibility
Skalierbarkeit und Anpassungsfahigkeit fiir die wachsende Systemlandschaft.

Basic Service Function
@ Basic Service Functions of the SOC Platform: Incident Management, Change Management,
Service Request Management, SLA Reporting.

How Security Analytics as a Service works
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Facts & Figures

Basic services El

Security Analytics as a Service (SAaaS$):

Security Analytics as a Service collects and correlates log data from various sources to quickly identify
and respond to security incidents. At the same time, it meets regulatory requirements through com-
pliance and security reporting. The scalable analytics platform adapts to your growing system infra-
structure and integrates basic SOC platform functions such as incident management, change man-
agement, service request management and SLA reporting.

Options

— We develop your individual Use Cases.
— You define the Data Retention Time.
— You select the Threat Detection Technology.

Supplementary services E

SOC as a Service (SOCaa$):

The dashboard gives you an overview of potential and confirmed security incidents from defined en-
terprise log data as well as analyses with specific recommendations for action.

CSIRT as a Service (CSIRTaaS):

Take advantage of Swisscom’s expertise for security incident analysis and management, and receive
support with preserving evidence and communication.

Next Generation Digital Risk Protection as a Service (ngDRPaa$):

Identify digital risks in open and closed networks and take action based on our recommendations. The
takedown service removes illegal content and offers reporting.

Network Detection and Response as a Service (NDRaaS$):

Our Al-powered NDR platform offers you visibility and real-time detection of cyber threats with seam-
less integration and advanced models.

You can find more information and get in touch with our experts here https://swisscom.ch/soc
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