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Step 1: assigning the Master RA agent role in the admin portal

In the admin portal under the menu item "Users", as the Master RA agent, you search for the person using their mobile number
and check whether a valid entry exists. ]
To assign the role of Master RA agent to the person, click on within the entry.

Requirement: The person must have the status "Confirmed & Signed" (= at least one green bar).

Register as agent

User communication language German
Level of Assurance
ZertES

1 P E 4

31.10.2024 31.10.2024 31102024 31.10.2024

elDAS
1 P 3 4

31102024 31102024 31102024 31102024

Evidence Id Created date Auth. Method First Name Last Name Country Code Validity 1D Expiry LOA ZertES LOA elDAS Status
6131d7f042a37454acaféefd  03.09.2021 ERIKA MUSTERMANN  DEU global  31.10.2024 4 (QCP) 4 (0CP) Archived
6131d6a0bc91890ach4650ee  03.09.2021  SAS ERIKA MUSTERMANN  DEU global  31.102024 4(QCP) 4 (QCP) Confirmed & Signed [
610a72f88c5b5709513443cc  04.08.2021  SAS ERIKA MUSTERMANN  DEU global  31.10.2024 4 (QCP) 4(QCP) Archived
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Step 1: assigning the Master RA agent role in the admin portal

A pop-up window opens in which you set the following parameters:

* Role: Master RA agent: can identify persons with RA App and gets access to the admin portal where they can manage RA
agents and Users.

« Assurance Level: 4 (QCP): enables identifications for qualified electronic signatures

« Language: Correspondence language of the prospective Master RA agent

Save these changes by clicking on

Register as agent Register as agent
(1) Attention:you're about to promote this User as Agent or Master Agent. (1) Attention:you're about to promote this User as Agent or Master Agent.
Be aware that you are responsible of your RA Agent Network within your Be aware that you are responsible of your RA Agent Network within your
organisation, according the duties of RA Agents terms you have accepted. organisation, according the duties of RA Agents terms you have accepted.
Please choose carefully your RA Agents and be sure they belong to your Please choose carefully your RA Agents and be sure they belong to your
Organisation according your RA-Agency contract. Organisation according your RA-Agency contract.
Role Role
SelectaRole ... Master RA Agent
Selecta Role _.
Assurance Level - Assurance Level
Select an Assurance Master RA Agent 4(Qcp)
Select an Assurance Level .~
Language Language
Standard RA Agent
et 1om |
German &
& Register as agent X Cancel 2 (LCP} English & Register as agent X Cancel
3 (NCP) French
4(Qcp) German &

Italian
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Step 1: assigning the Master RA agent role in the
admin portal

You as Master RA agent must confirm the registration of a
prospective Master RA agent using Mobile ID or Password/SMS-Code
(see right).

The prospective Master RA agent receives a SMS with a personal link
to the e-learning for Standard RA agents. (see step 2)

After completing this e-learning, the prospective Master RA agent
receives two more SMS!:

*  1st SMS: contains a link to the duties of a RA agents, which they must accept
using Mobile ID or password/SMS code method. (see step 3)

* 2nd SMS: contains a link to the E-Learning for Master RA agents (see step 4)

Important:

*  The RA Service sends several reminders (SMS), both for the E-Learnings and
for the duties, every 3 days, maximum 5 SMS.

*  Master RA agents must repeat both e-learnings once a year. The RA Service
contacts the Master RA agents directly via SMS!

Mobile ID

Please enter your
mobile ID PIN

or

Enter Mobile ID PIN

mobile

Mobile ID App:
"Confirm"

Password/SMS-Code method

In order to sign use
the following One
Time Password:

Open browser: Receive SMS-Code
Enter Password

In browser:
Enter SMS-Code
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Step 2: prospective Master RA agent completes e-learning for Standard RA agents

The prospective Master RA agent first receives a SMS with a personal link to the e-learning for Standard RA agents. Now, he*she has 14
days to complete the e-learning. If the prospective Master RA agent misses the e-learning, his*her role is automatically deleted, and the

role must be reassigned.

Note: Master RA agents must also repeat the E-Learning for Standard RA agents once a year!

Tips
e ra > The prospective Master RA agent
: p : o 'httvpst rasp.scapp.swisscom.com/L/NUbK1LCn ] can co py the ||n k fl’Om the SMS

= 8 B e Q@ swisscom

into his browser to do the e-
learning on the computer.

» The RA Service sends several
reminder SMS for the E-Learning,
every 3 days, maximum 5 SMS.

Welcome to RA-Agent Basic Training!

[ Willkommen beim Swisscom
Signing Service.
Bitte absolvieren Sie das i D et e e 1 How do | do this Can | take the test How do the learning cards
training? directly?

elearning flir standard RA-
Agenten: https://
pR.swisscom.com/L/

rasp.scaj
| NubkiLcn
(O I &)

+ OO = O @
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Step 2: prospective Master RA agent completes e-learning for Standard RA agents

The prospective Master RA agent must answer all 9 knowledge questions correctly and achieve the green cup ( EQJ ) to pass the
e-learning (45 out of 45 points). If a question is not answered correctly, the prospective Master RA agent can re-read the
flashcards again.
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Step 3: prospective Master RA agent accepts duties of the RA agent

Now the prospective Master RA agent receives another SMS with a link to the duties of the RA agent. He*She confirms the duties with
Mobile ID or password/SMS code method. After accepting the duties, the Master RA agent gets access to the Swisscom RA App and
receives via SMS his*her company identifier for the login. If the prospective Master RA agent misses to accept the duties, his:her role will
be automatically deleted, and the role must be reassigned.

Tips
w 2.1 20% @ 18:16 w
sz » The RA service sends several reminder SMS
Registration for the RA agent's duties, every 3 days,

maximum 5 SMS.

Authority Service

4 4 »> Download the printout of the e-learning
Welcome to the Swisscom RA-Service . .
community. and save it on your device.

N A ("Lisber RA Agent, Sie haben di ) > The Swisscom RA App is available for free in

Agreement. Pflichten als RA Agent

. .
akzeptiert und kénnen nun mit

el keroen the App Stores for iOS and Android. To do
A t Identifikationen durchfiihren.

= Zum Einloggen nutzen Sie bitte SO, searc h fo r "Swisscom RA“.
Willkommen in der Swisscom \ ReiEet Ir}re Handyqummer und als ’

RA-Service Community. ) Firmenbezeichnung: Training

Bitte akzeptieren Sie Ihre Ein Printout des elLearning Swisscom RA
ist hier verflgbar https://ras-

Pflichten als RA-Agent: https:// d 5 / . |
. OCS.SCapp.SWISSH m. :- - s
ey [ -~ Nkt =] swisscom (Swizerand) L

(o 2) (o 2)
+ OB S00C > Install the Swisscom RA app on your device
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Milestone: prospective Master RA agent can use RA App to identify persons!

Once the prospective Master RA agent has completed the e-learning for Standard RA agents and accepted the duties of the RA agent,
he*she gets access to the Swisscom RA App. To log in, the prospective Master RA agent enters his*her mobile number stored during
his*her identification and the company identifier sent to him*her via SMS. To authenticate, the prospective Master RA agent uses Mobile

ID or password/SMS code method.

all Swisscos m 4G 15:23 1TeE61%®

Abbrechen Validieren

Meine registrierte Handynummer:
+41001234567

Meine Firmenbezeichnung:

‘demo

3.4.7 (60) - prod Rechtliche Hinweise

Nur Passe und Personalausweise sind zugelassen.
Keine Aufenthaltsbewilligungen.

qglwlelrjtjzjulijolpli
als|diflglhlilkfl|o]a
yixlc|vib|n|miEs

Leerzeichen =)

Tips
» The Swisscom RA App is available for free in
the app stores for iOS and Android. To do
so, search for "Swisscom RA".

~ Swisscom RA
3=| Swisscom (Switzerland) Ltd

> Install the Swisscom RA app on your device
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Step 4: prospective Master RA agent completes e-learning for Master RA agent

The prospective Master RA agent receives another SMS with a personal link to the E-Learning for Master RA agents. They now have 14
days to complete the Master RA E-Learning. If the prospective Master RA agent misses the e-learning, his*her role will not be activated,
and the role must be reassigned (e.g., via "Edit agent" function in the admin portal).

Important: The SMS for the Master RA agent E-Learning is sent at the same time as the SMS for the RA agent duties. The prospective
Master RA agent should look for the link to the Master RA agent E-Learning in his*her SMS messages.

Tips

> The prospective Master RA agent
can copy the link from the SMS
into his browser to do the e-
learning on the computer.

9 v x4
¢ o (_https://rasp.scapp.swisscom.com/L/JiaFid03

=8 &Q

> The RA Service sends several
| 7 reminder SMS for the e-learning,
(s . every 3 days, maximum 5 SMS.

Bitte absolvieren Sie das
elearning flir master RA-
Agenten: https://
rasp.scapp.swisscom.com/L/
JiaFjdo3

(o)
+ OB 00C




Step 4: prospective Master RA agent completes e-learning for Master RA agent

The prospective Master RA agent must answer all knowledge questions correctly and achieve the green cup ( EQJ ) to pass the
Master RA agent E-Learning (75 out of 75 points). If a question is not answered correctly, the prospective Master RA agent can re-
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read the flashcards.

What can | expect from this training course?

Administration made easy!

Do you remember the RA agent basic training? Dur-
ing this course, you acquired basic knowledge of
the RA agent role and of the use of the Swisscom

RA App. An RA agent records the identity of a per-

son to enable them to sign electronically. The RA
App helps with this task. But what does a master
RA agent do after that?

In this training course, you will learn everything
you need to know about your tasks as a master
RA agent!

Get to know Kerstin!

v This is Kerstin...

"t Herpichen Gllkiowurnch)

[PESTEFTRITE FPRv T

Hiaragn Lot G AR 7 Tor A D R

How does the administration of the user work?

What do | need to pay attention to in the process of nominating an

RAagent?

What data are displayed in the data record for a
person who has been identified?

Select the correct answers. There is more than one correct
answer.

D Name

E] Mobile number

I:] LOA: Level of assurance

D Nationality
[[] pateof birth

0/5 Punkte
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Goal achieved: Master RA agent gets access to admin portal!

Only when the Master RA agent has completed the e-learning for Master RA agents, he*she can login to the admin portal. To log in, the
Master RA agent enters his*her mobile number stored during his*her identification and the company name sent to him*her via SMS. To
authenticate, the Master RA agent uses Mobile ID or password/SMS code method.

Tip
Q swisscom
» Login tothe admin portal via the link:

Mobile number https://ras-admin.scapp.swisscom.com

+41791234567

Customer

MyCompany



https://ras-admin.scapp.swisscom.com/

