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The Steps

1. RA App Login

Askdata security questions and obtain consent

Compare passport / ID photo with person to be identified
Scan Machine Readable Zone (MRZ) of Passport / ID card

Check scanned ID card/ passport data and correct, if necessary
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Check visual/ tactile security features of ID card/ passport
1. If ID card, take a photo of the side without MRZ
7. Take a photo of the person as proof of presence
8. Select preferred language of the person
9. Enter, call and validatemobile number of the person

10. Submit data
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1. RA App Login

After starting RA App, login with your registered
mobile number and company identifier

< App Store ' = @ 9 82% @m)

Cancel Validate

My registered mobile number:

My company identifier:

3.4.6 (56) = prod Lega| notice

Only passport or Identity cards are permitted. No
residence permit.

Tips & Tricks

U Check if you have latest update of RA app

U If you have several mobile numbers use the
mobile number you have used for your
personal identification.

Attention: due to security reasons, RA app will
not start, if your phone is jailbroken




Identification Checklist, March 2021, Swisscom Trust Services, C1 Public

ol Swisscom 11:52 87% =m

Registration authority Logout

For data protection reasons, as a RA agent you are
obliged to obtain the consent of the person to be
identified prior to registration with the RA-App.
Please confirm that the person agrees that

« Aphoto of him/her and his/her identity card (ID,
passport) is taken,

« Swisscom stores his/her mobile phone number,

« The data on the identity card is scanned and stored
at Swisscom

The person to be identified has consented
to the collection of the data described
above

Last activities

@) +4177433XXXX 24.02.2020, 11:15

+4179414XXXX 24.02.2020, 11:12

+4179519XXXX 24.02.2020, 11:09

2. Askdata security
guestions and obtain
consent

3. Compare passport/ ID
photo with person to be
identified
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< Back Scan MRZ side

4. Scan MRZ of passport/
ID card

Tips & Tricks

U Ask the person you are identifying for authorization
to gather his/her ID data and mobile number (due
to data security reasons)

U Ask the person you are identifying for a valid ID
document (ID card or Passport)

U Check if the ID card/ passport photo is not
corresponding to the person in front of you, you:

U shall abort the identification process

U might request another ID document with a
more recent photo.

U can ask the person for a handwritten
signature to compare with the signature on
his/her ID document

U To scan, move the highlighted sector slowly over the
MRZ.

U The picture must be of good quality and uncut. If
not, please repeat this step.
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£ Zuriick Daten-Priifung Weiter
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< Back Evidence information Next

Please enter the data exactly as on the ID
document (scanned data differ from it
sometimes)

First name

| ERIKA

Last name

| MUSTERMANN

Date of birth

| 12-08-1964

Expiry date

| 31-10-2020

Serial number

| 101008921

5. Check scanned ID card/
passport data and correct,
if necessary
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The security features encircled in red indicate
 optical elements.

The yellow encircled security features point to
haptic (to feel) elements.

Authenticity checked

6. Check visual/ tactile
security features of ID
card/ passport

6.1.If ID card, take a photo

of the side without MRZ

Tips & Tricks

u Check whether all personal data was correctly
scanned. The scanned datanust match the data of
the presented ID document.

u If not, please correct them manually and add
missing data

U Check authenticity of ID document via all visual/
tactile security features (red/yellow zones) as shown
in the ID example.

U The picture of ID card must be of good quality and
uncut. If not, please repeat this step.



