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Lack of available IT Security skills: CISO as a service
is Swisscom's proposition to fill the gap.

CISOaas or Information Security Capacity is the
ideal choice for companies looking to improve
their security maturity level.

With the rapid advancement and adoption of new
technologies, including Artificial Intelligence (Al),
Operational Technology (OT), and Internet of
Things (loT), companies face both opportunities
and new risks. The integration of these technolo-
gies with Cloud platforms introduces complexities
that go beyond traditional perimeter protection
models. As a result of these changes, security re-
quirements are evolving well beyond the tradi-
tional perimeter protection model. Our compre-
hensive approach combines technical and organi-
zational aspects of IT & OT security measures. We
collaborate with you to determine the necessary

protective measures for various systems based on
the risk appetite. We identify business-critical en-
vironments and develop strategies to address se-
curity failures effectively. Additionally, Swisscom
offers enhanced security services for Al, OT, and
loT, recognizing the specific challenges and trends
in these domains. Our team of experts will assess
security exposure with the help of internal soft-
ware, provide tailored solutions, and implement
robust security measures to safeguard your Al al-
gorithms, OT infrastructure, and loT devices. The
technical aspect of IT security measures is supple-
mented by an organizational aspect. It answers
the question of which protective measures are
necessary for which systems, depending on the
risk appetite.

@ Unbiased analysis
The CISOaa$ evaluates a company's existing security program more objectively.

@ On-demand service & Continuity

Constant and flexible availability of IT security resources.

@ Regulatory compliance
We keep your organization compliant with the latest security regulations and standards.

@ Experience & Expertise
Our CISOaa$ have extensive experience working with a wide variety of companies.
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Facts & Figures

Basic services H

What we offer as a standard proposal for CISOaa$

Security maturity level assessment, workshops, and interviews

IT, Al, IoT, or OT Risk assessment

IT Security Framework selection

Design of Security Governance & Documentation of IT/OT Security policies and procedures

Options Q

The following are optional

— Security awareness training & TTE (table-top exercises)

Design of Security incident management

Knowledge transfer to internal employees

IT Security programme management

Supplementary services @

These services can be requested to complement the CISOaa$

— Cloud security assessment
— Cloud migration programme

— Data protection & classification programme (DLP analysis and implementation)

You can find more information and get in touch with our experts here: https://www.swisscom.ch/
security-consulting
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