
 

 

 
 

SCION, the next-generation Internet builds a secure, 

private ecosystem for routing of confidential data. 

Effective control end-to-end on how your 

data is routed. 
 

Malicious attacks launched via the Internet are a real and 

growing threat. The rerouting of data and the network 

attacks massively restrict the availability and perfor-

mance of certain online systems and services. By design 

SCION makes network attacks impossible. 

 

What is the SCION Access Service? 

With the SCION Access Service, you can protect your 

company from network attacks, BGP prefix hijacking and 

ensure that your service platforms remain operational 

(BGP: Border Gateway Protocol). You can guarantee per-

manent, secure access to your systems, due to the multi-

path fail-over feature of the SCION technology. 

Swisscom is innovation leader in secure Internet and as 

such is committed to the propagation of SCION technol-

ogy to increase security and performance of the com-

pany network on national and international level. 

 How you benefit with Swisscom's SCION Access Service? 

▪ Communication guarantees despite network 

attacks, BGP prefix hijacking, etc. 

▪ Network attacks are made impossible by design. 

▪ Dramatically higher availability thanks to multipath 

communication. 

▪ New security properties: Geo-fencing, path verifica-

tion; DDoS prevention. 

▪ Highly secure Public Key Infrastructure (PKI) to ensure 

correctness of certificates. 

▪ Access the SCION Access management platform, in-

cluding path and performance control. 

▪ A 24/7 help desk is provided, with support from our 

team of experts. 

▪ Flexibility in Swisscom SCION Access Services to fit 

with specific needs. 

 

Effectively protect yourself against network attacks, BGP 

prefix hijacking attacks, win your customers’ trust and 

boost your company image – for the long term. 
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Supported Design Rules & SAIP 
 

Single SCION Access Swisscom 

Swisscom provides a single SCION Internet connection to communicate with chosen SCION ISD destination. 

  

 

Dual SCION Access Swisscom 

For demands of maximum redundancy and high-availability, Swisscom can provide dual SCION Internet connection 

to communicate with chosen SCION ISD destination. 

 

  

 

Dual SCION Access with Dual Provider 

For Access to SCION ISDs where it is mandated to have two different SCION Internet connection with two different 

SCION enabled ISPs, Swisscom can provide the Swisscom single SCION Access with Full Management of the SCION 

layer over the redundant transport of the other ISP. 
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Facts & Figures 

Basic Services Option 1: SCION Access Full Managed Service 

▪ End-to-End management of SCION network 

▪ Pro-active monitoring and expert planning to optimize the utilization of network, 

bandwidth and performance 

▪ Single entity providing all components of the SCION connectivity 

▪ One Shop Stop experience to add overlay solution(s) to the SCION connectivity, i.e. 

Strategic Peering with MS Azure and AWS 

 

  

Option 2: SCION Access Partially Managed Service 

▪ Flexibility to manage the SCION EDGE 

▪ One Shop Stop experience to add overlay solution(s) to the SCION connectivity 

 

  

Option 3: SCION Access Un-Managed Service 

▪ Flexibility to manage SCION EDGE and Access Router 

▪ One Shop Stop experience to add overlay solution(s) to the SCION connectivity 

 

  

Optional Services DDoS Prevention Service 

▪ Creation and management of Closed User Groups 

▪ Preventing a location coming under DDoS attacks 
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Enter the digital 

future with 

Swisscom 

Visionary companies use the possibilities of digitization to reinvent the future. With numerous 

innovations, Swisscom is opening-up new areas of business. We see it as our responsibility to 

help you maximize the benefits of digitization. 

We will provide you with the best network infrastructure, secure data storage, reliable project 

management, successful implementation and numerous innovative solutions. 

 

 

 

You can find more information and our expert’s contact details at swisscom.com/scion. 

http://www.swisscom.com/scion

