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Current Situation

Cryptography is a foundational element of digital 
security, supporting secure communication, data 
protection, and identity management across 
enterprise systems. Yet many organizations still lack 
a clear, up-to-date understanding of where and how 
cryptographic mechanisms are deployed. This lack of 
visibility is no longer a niche technical issue — it has 
become a central concern for compliance, opera-
tional resilience, and risk governance.

New and evolving regulatory frameworks such as 
PCI DSS v4.0, the Digital Operational Resilience Act 
(DORA), and guidance from standards bodies like 
NIST now require organizations to maintain compre-
hensive cryptographic inventories. These inventories 
must cover keys, certificates, cipher suites, and 
protocols — and are increasingly viewed not just as 
best practice, but as mandatory controls. In parallel, 
the emerging quantum threat underscores the need 
to evaluate cryptographic exposure proactively and 
prepare for future algorithm transitions.

 

Without centralized visibility into cryptographic 
assets, organizations risk both compliance failures 
and security blind spots. In many large environ-
ments, legacy algorithms continue to operate in the 
background, unmanaged keys are deployed in 
isolated systems («keys-in-the-wild», «shadow 
crypto»), and certificates are left untracked. This 
fragmentation undermines governance, creates 
operational inefficiencies, and complicates incident 
response.

Beyond these immediate concerns, the industry is 
facing a growing long-term risk: the future decryp-
tion of encrypted data through advances in quan-
tum computing. The so-called «Store Now, Decrypt 
Later» (SNDL) threat refers to scenarios where 
encrypted information — captured today — could 
be decrypted retroactively, once quantum-capable 
adversaries emerge. This is particularly critical for 
data with long sensitivity lifetimes, such as financial 
records, health information, or intellectual property.

Table 1 - Estimated time savings through cryptographic migration assisted by an invetory.  
Based on Swisscom internal benchmarks.

Up to 30%

Company Type

SME‘s (200 Systems)

Large Organization

KRITIS/Government
Agencies

2-3 years (ECC),
4-5 years (PQC)

4-8 years

6-10 years

1.5-2 years (ECC),
3-4 years (PQC)

3-6 years

4-7 years

Duration without
Inventory

Duration with
Inventory

Efficency Gain

Long-Term Risks

Inertia of Cryptographic Change

Shifting from one algorithm family to another — as 
seen in the migration from SHA-1 to SHA-2 or from RSA 
to ECC — has proven to be a multi-year effort for many 
organizations. These transitions require more than just 
software updates: they involve cross-functional 
coordination, thorough dependency analysis, staff 
training, and significant investment.

With quantum computing on the horizon, a similar 
— but even broader — migration is looming. Organiza-
tions that lack the foundational visibility and agility to 
assess and adapt their cryptographic footprint may 
find themselves unprepared for this shift.
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Crypt ographic Discovery

Collect – Cryptographic Inventory 
AgileSec Analytics discover and collects cryptographic 
objects hidden across complex digital infrastructures. 
The Solution leverages multiple type of sensors to 
collect cryptographic information from heterogenous 
systems running on- premises, in a private cloud, and 
provided as SaaS Services.

Analyse – Cryptographic Posture Analysis 
AgileSec Analytics automatically builds a centralized 
inventory of the cryptographic objects discovered. The 
inventory allows companies to quickly understand 
where and how cryptography is deployed into their 
infrastructure. It can also be used to automatically 
detect weaknesses or compliance gaps.

Automate – Cryptographic Processes Automation. 
AgileSec Analytics can integrate with 3rd party systems 
to automate different processes, including vulnerability 
remediation, compliance reporting and CMDB integra-
tion. The Automation leverages the API exposed by 
cryptographic inventory to integrate with 3rd party 
systems via dedicated connectors.

Enablement (Know-Your-Crypto)
A cryptographic inventory serves as the foundation for both 
objectives. It enables organizations to assess current usage, 
identify outdated or vulnerable components, and ensure align-
ment with regulatory expectations.

AgileSec Analytics is a cryptographic discovery and analysis 
solution that enables organizations to quickly scan core systems, 
build an inventory of cryptographic objects, detect hidden 
cryptographic vulnerabilities, verify the overall cryptographic 
management posture and monitor the transition to new crypto-
graphic policies or post-quantum security. AgileSec Analytics 
provides the following capabilities:
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Journey to Future-Proof Cryptographic Resilience

Developing a structured cryptographic strategy and 
establishing a complete inventory of cryptographic 
assets provide the necessary foundation for regulatory 
alignment and technical risk assessment. 

This baseline enables organizations to address compli-
ance obligations and anticipate post-quantum require-
ments through planned remediation and system 
upgrades. The long-term objective is to achieve crypto-
graphic agility — the ability to adapt cryptographic 
mechanisms in response to evolving standards and 
emerging threats.

Cryptographic 
Strategy

Cryptographic 
Inventory

Cryptographic 
Agility

Remediation

Compliance

Post Quantum 
Cryptography

A structured approach to 
identify, assess, and 
transition cryptographic 
systems to withstand 
quantum threats and 
comply with regulatory 
bodies.

A clear overview of all 
cryptographic assets—like 
algorithms, keys, and 
protocols—crucial for 
planning a quantum-safe 
upgrade and visibility for 
compliance.

With strategy and 
inventory in place, 
remediation involves risk 
assessment, solution 
selection, and phased 
migration to 
quantum-safe and 
compliant systems

Cryptographic agility 
enables fast adaptation to 
new threats and 
standards, ensuring 
security, easing the shift to 
post-quantum 
cryptography, and meeting 
compliance requirements 
without major disruptions.

Ensures alignment with 
standards like PCI DSS 4.0, 
BSI, and NIST. Upgrading 
crypto systems is essential 
for regulatory readiness.

1 2
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Data Driven Threat DetectionData Driven Threat Detection

Swisscom Security Advisory leveraging AgileSec Analytics Platform
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Scanning & Report (t&m)

Entry Level
Entry level assessment of 
cryptography used in specific 
network subnets incl. 
recommendations

30 days pilot focused on network 
subnets including AgileSec Analytics 
system installation. Serves as an initial 
touchpoint to explore how cryptographic 
modernization could take shape using 
the AgileSec Platform solution.

Strategic Corporate
(Bundle 1)
Corporate wide assessment of 
cryptography used in transit 
and internal certificates incl. 
recommendations

Targeted Application/
Service (Bundle 2)
Application specialized 
assessment with focus on 
usage of cryptography 
in source code and cryptogra-
phic configuration at runtime 
incl. recommendations

60 days pilot focused on 
network or PKI cryptographic 
analysis (combination 
possible), including AgileSec 
Analytics system installation. 
Recommended to start 
initiative to modernize use of 
cryptography across the 
highly critical services.

60 days pilot focused on 
application source code or 
runtime cryptographic 
analysis (combination 
possible), including AgileSec 
Analytics system installation. 
Recommended to check 
cryptographic use of a 
specific application or service.

Priority integration mapping, 
compliance check via policies, expert 
guidance for cryptographic 
modernization

Overview of findings, cryptographic 
report including quantum risk 
assessment and recommendations.

Quantum threat vulnerability 
identification in existing systems; 
based on analysis and report.

Analysis & Advisory (optional, t&m) Quantum Vulnerability
Assessment (optional, t&m) 

Pilot: Enterprise Network 
Cryptographic Analysis
• AgileSec Analytics system installation 
• Scan enterprise subnets or get network

data from Tenable or Qualys 

Pilot 1: Enterprise Network 
Cryptographic Analysis
• Scan enterprise subnets or 

get network data from Tenable 
or Qualys 

• Analyze TLS and SSH protocols, with 
X509 certificates and SSH keys

Pilot 2: Enterprise PKI
Cryptographic Analysis
• Scan enterprise PKI using 

EJBCA, Keyfactor or Venat sensors 
or manual approach

• Analyze cryptography used by all 
certificates generated

CHF 10k

CHF 25k

Bundle combo: CHF 35k

Bundle combo: CHF 35k
CHF 25k

CHF 25kCHF 25k

Pilot 2: App Runtime 
Cryptographic Analysis
• Scan application runtime virtual 

machines (up to 5x VMs)
• Analyze app cryptographic 

configuration, including protocols, 
libraries, keys and certificates

Pilot 1: App Source Code
Cryptographic Analysis
• Scan application source code 

in code repository (up to 1x project)
• Analyze app built-in 

cryptographic capabilities such
as algorithm usage

•	 Comprehensive cryptographic visibility: Gain 
real-time, end-to-end insight into cryptographic 
assets across hybrid and multi-cloud environ-
ments by building a unified inventory of hidden 
and distributed cryptographic objects.

•	 Proactive risk reduction: Automatically detect 
critical cryptographic weaknesses — including 
weak, legacy, or non-compliant algorithms — and 
accelerate remediation with prioritized recom-
mendations and automated workflows.

•	 Simplified regulatory compliance: Reduce audit 
preparation time and demonstrate adherence to 
regulatory requirements through centralized 
cryptographic inventory, policy enforcement, and 
posture reporting capabilities.

•	 Operational resilience through lifecycle auto-
mation: Prevent outages and trust failures by 
automating the discovery, tracking, and renewal 
of cryptographic keys and certificates embedded 
across networks and systems.

•	 Quantum readiness and agility: Ensure long-
term security and compliance by enabling 
cryptographic agility and managing the transi-
tion from classical to post-quantum algorithms 
across the enterprise footprint.

•	 Seamless integration with enterprise eco-
systems: Leverage Swisscom’s trusted service 
infrastructure combined with InfoSec Global’s 
advanced cryptographic management — ensu-
ring fast deployment, scalability, and minimal 
disruption

Offering

Offering Benefits
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Data Driven Threat DetectionData Driven Threat Detection

Infosec Global 

Infosec Global is a fast-growing cybersecurity company that offers innovative 
solutions in cryptographic agility management, cryptographic discovery, and 
post-quantum cryptography. ISG has a global presence with offices in Canada, 
Switzerland, and the USA. The ISG team combines top cryptography experts with 
experienced business leaders who have a track record of building and growing 
new companies worldwide.

Swisscom is Switzerland's leading technology company, setting standards in 
cybersecurity and digital trust. As Innovators of Trust, Swisscom supports their 
customers in navigating the connected world securely, providing products and 
services that stand for exceptional reliability and quality, empowering a secure 
and trusted digital future.
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