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Enable, drive and protect  
your business. 



 

 
The information in this document does not constitute a binding offer. It is subject to revision at any time. 
Swisscom (Switzerland) Ltd Enterprise Customers, P.O. Box, CH-3050 Berne, Telephone 0800 800 900, www.swisscom.ch/enterprise 

Regulated companies face the challenge of 
efficiently implementing and operating modern 
cloud technologies, as increasing complexity and a 
lack of knowledge about best practices, 
compliance, and security requirements make 
implementation more difficult. 

Managed Cloud Services offers a fully integrated, 
modern, secure, and scalable platform that 
enables you to respond quickly to market 
demands and gives you more time for your 
customers. 

Managed Cloud Services was specifically 
developed for regulated companies that want to 
use modern cloud technologies without 
compromising on compliance, data protection, 
and security. The solution offers a fully integrated 
public cloud platform operated in Switzerland. 
The architecture was developed according to best 
practices, and key requirements such as  

compliance guidelines, identity and access 
management, network security, threat detection 
and prevention, logging, and service continuity 
are already included as standard. Through 
standardized processes, automated provisioning 
(Infrastructure as Code), and a modular managed 
service portfolio, Swisscom takes on the 
complexity of cloud operations. This ensures the 
operation, security policies, monitoring, updates, 
and the continuous development of the platform. 
This enables you to relieve your resources, 
minimize security risks, and focus on your core 
business. 

 

 
Everything from a single source 
Benefit from a fully integrated, secure, and scalable public cloud platform that can be 
seamlessly combined end-to-end with your existing IT. Swisscom works closely with leading 
hyperscalers such as Microsoft and AWS. 

 
Focus on your core business 
Thanks to our technical expertise, operations based in Switzerland, and modular managed 
services, you can focus on innovation and your customers. 

 
Scalable and efficient 
Through Infrastructure as Code (IaC), we enable rapid provisioning, high flexibility, and 
maximum efficiency for your cloud infrastructure. 

 
Security and compliance 
With advanced security services and industry-specific blueprints, you meet the highest 
security and compliance requirements – ideal for regulated industries. 
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How Managed Cloud Services works 

 
 

  

   

Facts & Figures 

Cloud Adoption & Onboarding 

The Azure FSI Architecture Blueprint offers financial service providers a streamlined approach for 
cloud adoption on Azure. Based on the blueprint, Swisscom’s cloud experts guide you through the 
relevant topics and decisions of the cloud introduction and onboarding process (including scoping, 
solution design, and implementation). 
The blueprint covers best practices, regulatory requirements, and standard security policies, with 
Infrastructure as Code (IaC) fully modularized and mapped in Terraform. Hybrid architectures that 
connect Swisscom data centers with Azure can be integrated as needed. The framework can be 
tailored to your individual needs and facilitates reuse across different customers to achieve synergies. 
Continuous development ensures that security, governance, and regulatory requirements are 
consistently and systematically met. 
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Operation / Managed Services 

Landing Zone 

The Managed FSI Landing Zone Service provides 
comprehensive Azure operations with continuous 
monitoring, incident management, and 24/7 
support, ensuring lifecycle management, capacity 
monitoring, and timely restoration of services 
while consistently adhering to security and 
governance standards. 
 

Cloud Network 

The network and firewall management ensures 
robust security of the Azure network 
infrastructure through comprehensive 
monitoring, adjustment of firewall rules, end-to-
end management of configurations, proactive 
bandwidth monitoring, expert analysis, and the 
provision of detailed reports on network 
performance, while also carrying out upgrades 
and changes on the platforms managed by 
Swisscom. 
 

Cloud Security 

The Cloud Security Services implement and 
operate Microsoft Defender for Cloud’s Cloud 
Security Posture Management (CSPM) to 
continuously assess risks and provide security 
recommendations. They ensure compliance with 
regulations and seamless integration into existing 
Security Operation Center processes for threat 
detection and response. At the same time, they 
provide transparency and protection of critical 
data within the Azure environment. 

Cloud Insights 

Cloud Insights provides operational insights 
through customizable dashboards that increase 
transparency and facilitate cost optimization. It 
employs FinOps practices to ensure efficient 
operations and resource usage, focusing on 
achieving operational transparency and 
awareness of incurred costs. 
 

Cloud Automation 

Cloud Automation streamlines the provisioning 
and management of Azure infrastructure through 
code repositories and runtime instances, utilizing 
a marketplace with standardized and custom IaC 
modules to ensure automated, compliant, and 
scalable infrastructure changes in accordance 
with security and governance standards. 
Swisscom continuously expands the marketplace 
offering to meet evolving customer needs. 
 

Cloud Workload 

The Cloud Workload Services provide around-the-
clock provisioning and management of Azure 
resources, including managed Kubernetes clusters 
and virtual machines with managed operating 
systems. 

 

Supplementary services 

Consulting 

Our consulting services offer targeted support and strategic advice for your cloud transformation. 
Experienced experts are at your side to develop and implement individual solutions. You benefit from 
sound advice, tailored security strategies, and efficient process optimization to achieve the best 
possible results for the modernization and migration of your applications. 

 
You can find more information and get in touch with our experts here https://swisscom.ch/cloudservices 

https://swisscom.ch/cloudservices

