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Enable, drive and protect
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Cryptographic resilience through visibility

An up-to-date and continuously maintained
cryptographic inventory is one of the first essential
steps towards PQS readiness.

Limited visibility of cryptographic dependencies is
no longer just a technical matter — it has become a
direct business and compliance risk. However,
many companies lack a clear, up-to-date
understanding of where and to what extent
cryptography is used in business-critical contexts.
This knowledge gap jeopardises compliance with
regulatory requirements as well as operational
reliability and effective risk management.

New regulatory frameworks such as PCI DSS v4.0
and the Digital Operational Resilience Act (DORA),
together with EU guidelines on post-quantum
cryptography, require a complete and verifiable
inventory of the cryptographic components used
and make such inventory management an
increasingly mandatory leadership responsibility.

Cryptographic visibility

hybrid and multi-cloud environments.

Proactive risk reduction

reduction.

assets such as keys and certificates.

Regulatory security and audit efficiency

inventory.
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operational capability.

Operational reliability through automation
Stable and secure operating processes through automated management of cryptographic

At the same time, the real and foreseeable quantum
threat is increasing the pressure to act: companies
today need to know where cryptographic
dependencies will require future algorithm
transitions to maintain regulatory compliance and
operational capability.

As part of a pilot project, the cryptography used in
selected applications can be systematically
inventoried and analysed. The solution uses multiple
sensors and integrations to collect cryptographic
information from heterogeneous systems running
both on-premises and in private cloud environments
and provided as Saas services, allowing gaps and
vulnerabilities to be detected automatically.

Take the first step towards cryptographic resilience
by increasing your visibility with an automated
inventory solution and gain deeper insights into your
cryptographic landscape to enable the
implementation of production-ready PQS measures.

Centralised overview of critical cryptographic dependencies in the enterprise, including in

Early detection of critical risks with clearly prioritised courses of action for targeted risk

Reduced audit and compliance effort due to a centralised, reporting-ready cryptographic

Quantum readiness and cryptographic agility
Targeted preparation for future algorithm transitions to ensure regulatory compliance and

The information in this document does not represent a binding offer and is subject to change.
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Your path to cryptographic resilience

Compliance

Cryptographic Cryptographic Remediation/ Cryptographic
Strategy Inventory Migration Phase Agility

Modernization

Post Quantum
Cryptography

The development of a structured cryptographic strategy and the establishment of a complete inventory of
cryptographic assets provide the necessary basis for regulatory compliance and sound technical risk
analysis. This baseline enables you to meet your compliance obligations in a targeted manner and to
prepare for the requirements of post-quantum cryptography at an early stage through planned adaptation
measures and incremental system updates.

The long-term goal is to achieve cryptographic agility (step 5): the ability to adapt cryptographic
mechanisms flexibly to new standards and emerging threats.

Facts & figures

Basic services El

Cryptographic inventory

— In-depth insights into your cryptographic landscape

— Joint planning and specification of integrations based on your application

— Project duration of between 30 and 90 days

- Implementation of one or more focus areas (network, PKI, code, host)

— Identification of gaps based on your individual objective (modernisation, compliance or PQS)
— Implementation support with a solution provider

— Documentation and evaluation of results

— Support in prioritising future migration steps

The information in this document does not represent a binding offer and is subject to change.
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Optional services GJ

Cryptographic strategy

A structured cryptographic strategy aims to identify, assess and systematically develop all
cryptographic systems. This ensures that they are both resistant to future quantum threats and
compliant with the requirements of relevant governmental authorities.

Compliance and PQC

Regular alignment with standards such as PCI DSS 4.0, BSI guidelines and NIST guidelines ensures that
organisations are prepared to meet cryptographic and regulatory requirements. The targeted
modernisation and upgrading of cryptographic systems is therefore a key component of regulatory
readiness and a long-term cryptographic strategy.

Remediation and migration

During the remediation and migration phase, the selection of suitable solutions and the phased
transition to quantum-safe, compliant systems are implemented based on a risk assessment.
Strategic compliance and PQC targets are thus translated into specific technical and organisational
steps.

Cryptographic agility

Cryptographic agility enables organisations to respond quickly to new threats, standards and
regulatory changes. It ensures long-term security, facilitates the transition to post-quantum
cryptography and minimises operational disruption.

Additional services E

Readiness Workshop

— Learn how post-quantum security affects your system landscape in our workshop.
— Discuss the technical challenges of the upcoming migration phase with our experts.
— Target group: IT and security managers.

- Key elements:

—Assessment of the current security and risk situation
—Understanding of the complexity and importance of PQS
—Specific suggestions for improvement measures and priorities

Scaling in company-wide ecosystems

The approach to building a cryptographic inventory established in the pilot project can be extended to
other or all applications to ensure comprehensive visibility and management of cryptographic assets.
Governance structures, processes and automations are transitioned into production. Internal teams
are trained and ongoing support is provided to achieve a lasting reduction in cryptographic risks.

You can find more information and get in touch with our experts at https://swisscom.ch/pgs
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