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1 MS Teams Telephony Mobile

Today, different applications and media are used for communication. Applications such as Microsoft Teams are
used for broader collaboration such as calls, video, meetings and screen sharing over the internet; and mobile
phones for voice and SMS messaging when on a mobile network. This has led to inconsistent and uneven
experience among employees within the same company.

Mobile phones and smartphones have become an indispensable tool for communication and productivity in the
workplace. Therefore, companies need to find a way to enable their use in a secure, consistent and cost-effective
manner.

They must be able to enforce business policies securely and compliantly across all employee media, while limiting
multiple costs (e.g. for voice services).

MS Teams Telephony Mobile is the simple, seamless and enterprise-compliant way to enable users' mobile
accessibility with MS Teames. It is a mobile, network and device independent MS Teams experience.

e  Make and receive calls via the native phone function (VoLTE) of their smartphone or via any of their team
devices (e.g. laptop) with their own mobile number.

e Switch between devices and teams device during a call without interrupting the call.

e Apply enterprise-level call policies and compliance to staff mobile calls via teams and the smartphone's
native phone feature.

e Adding mobile numbers as part of the company's call queues and telephone system

e Display the mobile number or the number provided by the company as caller ID for outgoing calls.

e Combined call list in teams (independent of teams device or mobile device)

e Presence integration: When they have a conversation via the native dialer, the status in teams is changed
to "In a conversation".

MS Teams Telephony Mobile is based on Swisscom Protect & Connect and is an option on the Protect & Connect
Mobile offering for B2B customers. This manual provides an insight into how MS Teams Telephony Mobile works.
You will learn what the requirements are and what steps are necessary for a successful start-up. This includes
activating the service in My Swisscom Business and Teams Admin Center as well as commissioning on the end

devices.
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1.1 Service overview

MS Teams Telephony for Mobile enables the close connection between the personal, mobile device (Smartphone)
and the MS Teams services of the company and the users. This turns the smartphone into an MS Teams endpoint,
even if no Teams app is installed on it.

This is made possible by the integration of the Swisscom Mobile network and the MS Teams telephony systems.

End Customer
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S Internet ﬁ

B2B Ordermanagement
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M365
Mobile Core IP-Plus !
Signaling and Media
- Teams/
Phonesystem
Provisioning
4G/5G VoLTE Radio Access
Network
L]
End U *
nd User D + D @ D VolP Internet
Native ﬁ MS Teams App

The infrastructure setup enables the integration of Teams services offered in Microsoft 365 and Azure with
Swisscom's Protect & Connect offerings.

This enables teams to make calls via the high-quality native mobile voice function (VoLTE/VoNR) in the Swisscom
Mobile network. They can access the familiar functions on their smartphone. The connection is based on a
standardised, high-performance peering between the Swisscom Mobile network and Microsoft. On the one hand
for communication (signalling and media) and on the other hand for the provision of services.

Together with the connection of the provisioning systems, we enable a simple, smooth start-up and lifecycle for
the subscribers. The activation of MS Teams Telephony for Mobile takes place directly from the My Swisscom
Business Order tool for Protect & Connect.
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1.2 Requirements for MS Teams Telephony Mobile

In order to use MS Teams Telephony Mobile with a Protect & Connect connection, the following requirements
must be met.

1.2.1 Swisscom Protect & Connect
MS Teams Telephony Mobile is available to Protect & Connect customers as an additional option. It is activated on
every connection that is to be used with MS Teams.
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MS Teams 3
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The MS Teams Telephony Mobile Option is available for most Protect & Connect subscriptions.

Protect & Connect Subscriptions

Protect & Protect & Protect & Protect & Protect &

Connect Connect Connect Connect Connect

Global Europe Europe Intercontinental Swiss
advanced

More details about Protect & Connect

Option: MS Teams Telephony
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1.2.2 Microsoft 365 Tenant at the customer

A Microsoft 365 tenant is a dedicated instance of Microsoft 365 services and your company's organizational data.
You create a Microsoft 365 tenant when you use one or more Microsoft products. A Microsoft 365 tenant typically
includes the following components:

e Products and licenses for Microsoft 365 E3 and E5.

e  Microsoft 365 productivity apps (e.g. MS Teams or Exchange)

e Intune with registered devices and device and application policies.
e An Azure AD client

The Microsoft 365 Tenant or the Teams Admin Center must be set up for the use of MS Teams Telephony Mobile.
The setup enables the exchange of information between your Microsoft 365 Tenant and the My Swisscom
Businessfor Protect & Connect connections from Swisscom.

e The following administrative operations are possible:

o Add or remove Protect & Connect phone numbers.

o Status Update on the status of the assignment of a phone number to an MS Teams user.
e The following information is transmitted via the interface:

o Tenant ID and Emergency Location ID

o Mobile numbers from Swisscom (e.g. +4179xxXxxx).

o Status (Assigned/Not assigned) of the phone number in the Teams Admin Center.
e The exchange of data takes place via an APl interface that has been set up between Swisscom and

Microsoft.

Details on the set-up can be found in chapter 2.1.

1.2.3 Microsoft 365 licenses at the end user
In order to use MS Teams Telephony Mobile, certain M365 licenses must be activated on the user's Microsoft
account.

Microsoft 365 Licenses for MS Teams Telephony Mobile

E1 E3 E5
+Teams Enterprise/EEA +Teams Enterprise/EEA +Teams Enterprise/EEA
+Teams Phone Standard +Teams Phone Standard -

M365 Business Basic M365 Business Premium M365 Business Standard
+Teams Phone Standard +Teams Phone Standard +Teams Phone Standard
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1.3 Services

With the use of MS Teams Telephony Mobile with a Protect & Connect connection, various additional services are
provided by the MS Teams Phone System. This changes the use of the following services or some of them are no

longer possible.

Note

This information is particularly relevant for end users and is also found in the MS Teams Telephony Mobile start-up

guide.

Service

Swisscom Mobile Standard
with Protect & Connect

MS Teams Telephony Mobile
with Protect & Connect

Voicemail/voicemail messages

Swisscom Combox pro/basic

MS Teams Voicemail

Set call forwarding (unconditional)

Via Swisscom Cockpit/Device

In the MS Teams App

* If notavailable
*  When occupied

e Ifnoanswer

Set call forwarding (conditional)

Via Swisscom Cockpit/Device

In the MS Teams App

conference/teleconference.

Call Hold Phone App Device Menu or MS Teams App
Call Transfer/Transfer a call to Phone App Via MS Teams App

another subscriber.

Setupa Phone App Via MS Teams App
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2 Preparations

2.1 Emergency address in Teams Admin Center (Emergeny Location)

Make sure that an emergency address is stored in the Teams Admin Centre. The corresponding "Emergency
Location ID" is required for onboarding in step 2.4.

Emergency addresses \ Headquarter

Location network summary (0

Headquarter

i Subnets
30 Bahnhofstrasse, Biel Bern Places 0

2502, CH, 0
. Wi-Fi N
Validated Voice users (0 . i-Fi access points
0

Location 1D: ebdbc5¢7-41b0-

Switches

402e-827b-8d99167fabfa

Phone numbers (1) 0
Organization name: Beispiel 0
Import AG Ports
0

f Edit location

2.2 Licenses for Teams Users

The M365 accounts of the users must be equipped with certain licenses (see chapter 1.1.2). The licenses must be

activated before MS Teams Telephony Mobile is activated.

Konto Gerate Lizenzen und Apps E-Mail OneDrive

Speicherort auswahlen *

Schweiz ~

Lizenzen

Microsoft Teams Telefon Standard
9 von 25 Lizenzen verfligbar.

Native Teams-Umgebung fiir Mobilgerite
83 von 100 Lizenzen verfligbar.

Office 365 E1
9 von 25 Lizenzen verflighar.

Anderungen speichern
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2.3 Teams Telephony with Direct Routing
If you use a direct routing solution for Teams telephony with fixed line numbers, please note the following points.

e MS Teams Telephony Mobile from Swisscom is based on the Microsoft services “Operator Connect/Teams
Phone Mobile”. In principle, it is possible to use a direct routing connection and a connection with
"Operator Connect /Teams Phone Mobile" in parallel.

e However, make sure that any voice routing policies are removed from all MS Teams user accounts that
use the mobile phone number. Voice routing policies are only required for telephony with phone
numbers via a direct routing connection. MS Teams users with mobile numbers do not need voice
routing policies.

e Ensure that the voice routing policies for telephony via direct routing are applied via a dedicated routing
policy instead of a global routing policy.

e If you apply a global voice routing policy for telephony via direct routing, all users (including those with
mobile numbers) with an active telephony service in your organization will adopt this policy. This will
result in calls from users with Mobile numbers being inadvertently routed to the Direct Routing
connection. This will affect the operation and availability of the service to users with Mobile Numbers.

For more information on configuring voice routing policies, visit the Microsoft website.

2.4 MS Teams Telephony Mobile Onboarding for Protect & Connect

In order to use Protect & Connect Mobilenumbers with MS Teams, the Tenant ID and the Emergency Location ID
must be stored in the My Swisscom Business Company Profile.

These IDs are configured by Swisscom as part of the onboarding process for MS Teams Telephony Mobile. The
following information is required.

e M365 Tenant ID
You can find the Tenant ID in the AAD Admin Center overview or in entra.microsoft.com

- Hinzufigen ~ 83 Mandanten verwalten [7] Neuigkeiten e Vorschaufeatures &' Haben Sie Feedback fiir uns?

Ubersicht ~ Uberwachung  Figenschaften  Lernprogramme

Benutzer

Gruppen
Anwendungen

Primare Domane

Lizenz Azure AD Free Gerate

e Emergency Location ID
You can find the Emergency Location ID in the Teams Admin Center in the area of the defined emergency
addresses (see 2.2).
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2.5 Set up in My Swisscom Business

Important: You need master user authorisations in MySwisscom Business for this configuration. This step is only
necessary when setting up Teams Telephony Mobile for the first time.

In the inventory, click on the 3 dots in
the Protect & Connect company profile
tile and click on Teams Telephony
Mobile.

Enter the Microsoft 365 Tenant ID and
the Emergency Location ID in the fields.

Click on Save.

Then go back to the inventory overview.

Creator: Marc Burkhard B2B-
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Inventory

Enterprise Mobile company profile

n Test Huxley SME 145
Teams for Mobile
ore Mobile

Enterprise Mobile Europe >

Identification: Hux Swiss

Option settings

The use of the Microsoft Teams for mobile option requires your Microsoft 365
license data

1 Get guided support
Microsoft 365 license ‘3
Please add your Microsoft IDs here and check if they are correct

(@ The adjustments will take a few minutes and will not be adjusted right away.

Fields marked with * are required,

Tenant ID* @

0676Th40-7a42-4d95-8603-bed4817a97b91

mergency location ID* @

ab5d6220-35e1-415¢-9fcb-3f97639ecd99

Cancel
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3 Switch on MS Teams Telephony Option for Protect & Connect

The next steps show how the MS Teams Telephony option can be activated on a Protect & Connect connection.

When the connection is made, the telephone number of the relevant connection is uploaded to the configured
M365/MS Teams tenant. Select the connection on which you want to add the option. The MS Teams Telephony

option is located under “Subscriptions & Options" area.

X Subscriptions & Options

Monthly price from

Price per month e

20~

the number of additional

Select One additional ~

M5 Teams Telephony

Microsoft 365 configuration
not completed

v Details

Price per month

Select the Option.

Important

Enterprise Mobile Swiss Your selection

carToas9ss MS Teams Telephony
5.~ /mo.

| e
International Calls Multi Device Monthly costs 5—

Click on Order

Order successful - Usage
restricted

Your arder is completed
The usage is restricted until your T admins.
configure the option in the Microsoft Teams
Admin Panel. Please get in touch with them to
use it

To the inventory

The Order is complete.

By activating MS Teams Telephony Mobile, the following services are automatically deactivated on the connection.

e  Swisscom Combox/Combox Pro

You will receive an e-mail with the completion message as soon as the connection has been made.
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4 Link phone number and MS Teams user account

In order for the end user to be able to communicate with his MS Teams end devices via the Protect & Connect
phone number, the Protect & Connect phone number and the MS Teams user account must be linked with each

other in the Teams Admin Center in a second step.

Important:

You have uploaded the Protect & Connect phone number to the Teams Admin Center in step 3.

Log in to the Teams Admin Centre and select the "Telephony" tab. Click on "Telephone numbers".

You will see the phone numbers on which you have added the MS Teams Telephony Mobile option. Select the

desired phone number and click on "Edit".

Select the person to be assigned to this phone number.

Assign/unassign
MS Teams Telephony 41796100103

(@ Microsoft 365 configuration
not completed.

v Details

Price per month

5=

HF incl. VAT

@ Get guided support

Status in My
Swisscom Business
before the
assignment

Save the settings you have made. The successful assignment is displayed immediately.

MS Teams Telephony

@ Microsoft 365 license active

» The simple and seamless
way to enable the users
mobile accessibility with
Microsoft Teams.

v Details

Price per month

4.63

CHF excl. VAT

@ Get guided support

Status in My
Swisscom Business
after the assignment

MS Teams Telephony is activated for the Protect & Connect connection. For commissioning on the end user
device, follow the description and steps in the End User Manual. In particular, ensure the following points:

e  Make sure you have the most recent Operating Systems installed.

e Install the current MS Teams App version on the end devices (smartphone, laptop, tablet, etc.).

e Logoutand log backin on all MS Teams end devices.

Creator: Marc Burkhard B2B- MS Teams Telephony Mobile
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5 Switch off MS Teams Telephony Option

If the MS Teams Telephony option is to be deactivated on a connection, this is again done via My Swisscom
Business..

The process removes the Protect & Connect phone number from the configured MS Teams tenant. Telephony with
the Protect & Connect number via MS Teams is then no longer possible.

Important

Before the option can be deactivated, the phone number must be unlinked from the MS Teams user account in the
Teams Admin Center.

Note
After deactivating the MS Teams Telephony option in My Swisscom Business, the Combox must be
reactivated and the corresponding call diversions (e.g. forwarding calls to the Combox if not available) must

be set up.
Creator: Marc Burkhard B2B- MS Teams Telephony Mobile
CBS-CMB-MCY Creation: 30.01.2024 Protect & Connect (SME) C2 General

14/36



Q swisscom

6 Using the standard phone function in the smartphone to make calls via MS
Teams

With MS Teams Telephony for Mobile, your smartphone becomes an MS Teams endpoint. It is not even
necessary to install the MS Teams app on the smartphone.

Through the integration of the Swisscom mobile network and Microsoft Teams telephony, the standard telephone
function of your Protect & Connect connection on the smartphone can be used for all calls with other MS Teams
participants. Every call is automatically a Teams call.

[ || Azure Cloud
$ g
M365
Mobile Core IP-Plus Il
Signaling and Media
Teams /

Phonesystem

RC/ECNOLE Radio Access
Network
Q4
D Any End User * VolP
%0 . omQ
End User

Native 3 .
0791234567 % MS Teams App

You can make calls from the default contact directory or the Phone App. ‘
This results in many advantages.

e Easier operation by using the standard functions on the smartphone.

e The presence status in MS Teams is always up to date for every conversation.

e (Calls are made via 4G/5G (VoLTE/VoNR). This enables the best possible quality in every situation.

e  More efficient use and longer battery life with the smartphone.

e Phone System functions (call groups, policies, etc.) can also be applied to mobile connections.

e Ifthe MS Teams App is installed on the smartphone, an ongoing conversation can be transferred to the
Teams App at any time (See step 7.2).
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6.1 Name displays for incoming calls

The integration of MS Teams Telephony Mobile enables the name of the user to be transmitted in addition to the
phone number for internal calls (both participants are in the same Teams tenant). Without having to save the

phone number in the local address book.

Incoming call with name display

4 ‘-v,\‘ o o .

R LE ) 1R Al

PROEPL

Wetter Wo ist? Freeform Home

Aktien

Mk O ©

her iTunes Store Watch Fitness

W 1 %

Dienstprogr. My BMW UBS Banking  MeteoSwiss

When you answer calls on the standard phone function
(native calling) on your smartphone, the name of the
person calling is automatically displayed.

The display name stored in the M365 Admin Centre is
shown.

The name display is only used for calls within the
Teams tenant.

Calls from MS Teams users without a Teams Phone
Standard licence (non-PSTN users)

The name display also works if the person making the
call does not have a Teams Phone Standard licence. For
more details, see chapter 10.

Teams calls with cross-tenant collaboration

In this case, the name display also works for calls from
users from external Teams tenants. The prerequisite is
that the caller explicitly selects the Teams user account
of the call recipient when selecting the contact (no
phone number).

If your Protect & Connect connection is used with the MS Teams Telephony Option, there is a different

availability of certain additional services (see step 1.3).
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7 Making calls with the MS Teams App

With MS Teams Telephony for Mobile, accessibility for your Protect & Connect connection is extended to all your
MS Teams endpoints.

e MS Teams app on the smartphone
e MS Teams app on the laptop or tablet
e MS Teams in the web browser

Incoming calls to your Protect & Connect number are displayed on all available Teams endpoints. Outgoing calls
with the MS Teams app are signaled with your Protect & Connect number.

s I Azure Cloud
[ |
M365
Mobile Core i
Signaling and Media
Teams /

Phonesystem

4G/5G VolTE

Radio Access
Network

=y o
D Any End User * vorr
D + Q @ U
End User Native * MS Teams App

0791234567

Telephony with the MS Teams App works as soon as the MS Teams Telephony Option is activated on the Protect &
Connect connection (steps 3-5). This results in the following features, among others, when using the MS Teams

App

e They can make or receive calls with their Protect & Connect number on all their team endpoints.

e The Protect & Connect phone number becomes their accessibility for all calls with the MS Teams App.

e You can set up call forwarding or call forwarding for your Protect & Connect connection in the MS Teams
app.

e Participate in conferences and video calls with the MS Teams app.

e  Easy access to their voicemail.

e Synchronized call lists on all their terminals.

e All calls from the MS Teams app are made via an internet connection (e.g. Wi-Fi).

Install the current MS Teams app version on all your end devices. Follow the instructions in step 7.1.
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7.1 MS Teams app on the smartphone

Observe the following points during installation and use on the smartphone.

Initial start-up of the MS Teams App Access of the app to smartphone functions
Confirm the phone number of your NATEL ®go Give the MS Teams app access to the microphone,
connection. contacts.

wll Swisscom 4G 15:02 81% . wl Swisscom 4G 09:33 -

< Einstellungen Teams

TEAMS ZUGRIFF ERLAUBEN

Standort Beim Verwenden

o | Kontakte O
° Siri & Suchen
Ist dies lhre =T—
Mobilfunknummer? & e i1 N
41792833130 Ankiindiger
Hintergrundaktualisie-
rung O
@ Mobile Daten O

TEAMS-EINSTELLUNGEN

Nein

ZURUCKSETZEN
App-Daten I6schen

Hiermit warden Inkale NDaten in der Taams

The dialling function in the Teams app. Synchronised call history

The Protect & Connect phone number linked to the MS  All calls are displayed in the history. Also those that
Teams account is displayed in the dialer of the MS were made via the standard telephone function of
Teams app. your smartphone.

Kurzwahlliste

o4 DEK. w
Wahltastatur Personen
Fi Ferhad Issa 146
" 51 Sek
0791234567 @ 51Se ©
+41797336319 146
~ Verpasster Anruf ®
1 ‘gc Di +41797336319 14.6
" 17 Sek. ®
GHI e VN +4179760 8504 136
8 9 ¢ 32 Sek. ®
PQRS TUV WXY?z Marc Burkhard 136
. ¢ 54 Sek. ®
0 #
" Marc Burkhard
¢ 7 Sek.
— A
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7.2 Call transfer on the smartphone (native to app)

MS Teams users can transfer existing calls (including calls from their smartphone) to their Teams apps on multiple
devices by using the Teams Phone Endpoint Transfer feature without interrupting the call.

Uplift from the phone app to the MS Teams app

s SlEy L If you have received a call on your smartphone, you
o Feed can transfer it from the standard phone app to the
Q  Suche Teams app.
. Nurungelesen = Filter For example, to join a conference or video call. Follow
= the steps below to make a call.
F It does not matter whether it is an incoming or
outgoing call. The switch is simple.
Benachrichtigungen werden . . .
hisk angeseict 1. Switchto jche Teams app during the ongoing
conversation.
Bleiben Sie auf dem Laufenden . .
i e (e e 2. The dialogue opposite appears.

W

Click on "Move call to teams".
RM 4. The conversation is transferred to the MS

. . Teams app without interruption.
Anruf mit Reto Miihlebach

Anruf mit Teams-Audio auf diesem
Gerat beitreten

Anruf in Teams verschieben

7.3 Call transfer to another MS Teams terminal

Add or transfer another MS Teams device

If you have received a call on your smartphone,

you can transfer it from the standard phone MS
Teams app to your laptop.
i [T ——— Speeddicl +
- - £ You can select whether the laptop is to be added
o to the existing call or transferred.
| M 5 6
7 8 9 History All Voicemail
QRS w WXYZ
o Marc Burkhard
* 0 # ¥ Outgoing
N Marc Burkhard
@ Incoming
Marc Burkhard
@ ‘Work number: +41 79 283 31 30 s
Help. Mare Rirkhard
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8 Accessibility management on the mobile connection with MS Teams

MS Teams offers a few options for displaying the current personal status to colleagues. At the same time, there are
possibilities to define how messages or calls are delivered or displayed during certain times or during meetings.

Important
Some of these functions may have an influence on the familiar behaviour of the mobile connection with the
end users.

8.1 Status display in MS Teams for telephone calls

One of the most convenient features of MS Teams Telephony Mobile is the automatic update of the status in MS
Teams with every call. No matter whether the call is made in the standard phone app on the smartphone or in the
MS Teams app.

MS Teams users receive calls in any presence status, except when the status is set to Do Not Disturb. In this
case, incoming calls are forwarded to voicemail.

If the standard telephone function is set as the preferred type for incoming calls on the connection, then calls on
the smartphone are always put through.

If the caller is blocked, the call is not transferred and the caller is shown "Offline" as the presence status of the
recipient.

Users can add people to their priority list by going to Settings>Privacy in MS Teams. Priority people can contact the
user even if the user status is set to Do Not Disturb.

Custom Configured by the app (controlled by apps like Calendar)

Available Available
) Availa ble, Out of Office. Note: "Out of office" is automatically set for the
time periods when the user sets "automatic replies". If the user uses the

Teams App during these periods, a duplicate presence may be displayed
such as "Out of Office, Available".

® Busy ® Busy
@ I a call (also for calls to the standard phone app)
®na meeting
O On a call, out of the office

@ Do not disturb

e Presenting
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e Focusing. Focus occurs when users schedule focus time in My
Analytics/Insights in their calendars.

Away Away
Away Last Seen Time
Be right back

Appear offline Offline. If users are not logged on to their devices for a few minutes, they
appear as offline.

Status unknown
®out of Office ® out of Office. "Out of office” is used when an automatic response (e.g.
holiday absences) is set.

O Out of the office. "Out of office - In a call" if an automatic reply is set.

8.2 Notifications, Quiet Hours and Days

While MS Teams does not allow you to prevent someone from calling you on your smartphone, it is possible to
control incoming notifications in MS Teams that may arise from personal chats, Teams channels or calls. The Quiet
Hours feature allows end users to define when notifications should be displayed on the Mobile Teams app.

m Open the settings in the MS Teams app on the smartphone.
Click on Notifications.

< Ruhige Zeit

e You can set days (e.g. the weekend) on which no
notifications are to be delivered.

e You can set quiet times for the other days. For
example, during the weekdays between 18.00 and
08.00.

Ruhige Stunden
Start

Ende

As soon as the idle times occur, only notifications for urgent
messages and incoming calls are displayed on the phone app
(native) from the device.

Ruhige Tage

So., Sa.

The rest periods do not apply if you are actively using the MS
Teams app. The rest periods have no influence on the status
display in MS Teams.

MS Teams does not synchronize notification settings between
devices. These must be set individually on each mobile device.
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8.3 Availability during meetings or ongoing conversations

Incoming calls are signaled in MS Teams by default. This happens regardless of whether the called party is already
in a conversation or not. If the additional call is accepted, the first call is put on hold.

With Busy-on-Busy, Microsoft offers a possibility in the Teams Admin Center to reject incoming calls for the
duration of an active call. In this way, you are not disturbed during an online meeting, for example.

ng and simultaneous ringing to

umbers

Inbound calls can be routed to call groups
Delegation for inbound and outbound calls

Prevent toll bypass and send calls through the
PSTN

Automaticall

Spam filtering

SIP devices ¢

PSTN calls

Creator: Marc Burkhard B2B-
CBS-CMB-MCY

incoming meeting invites

@ on

@D on

User controlled
@ on
@ on

Creation: 30.01.2024

This setting can be configured either globally for all
users (Default Policy) or for an individual user
(Custom Policies).

Important

Regardless of the voicemail configuration, calls that
are rejected with a busy signal are not automatically
forwarded to the voicebox. The caller only hears a
busy signal.

There is no direct notification of a missed call. The
called party only receives a notification in teams or
can see who has called him/her from the call list.

MS Teams Telephony Mobile
Protect & Connect (SME) C2 General
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9 Mobility Policy

The Mobility Policy allows the Teams administrator to define how incoming calls are displayed to the end
user on the smartphone. On the standard phone app of the smartphone (native) or in the MS Teams app.

The Mobility Policy function is located in the Voice section of the Teams Admin Centre.

Microsoft Teams admin center L Search - Preview J E1] ?

T \Voice Mobility policies

Phone numbers Mobility policies control the Teams Phone Mobile features that are available to users in Teams. You can use the Global (Org-

wide default) policy, or create one or more custom mobility policies for people in your organization. Learn more
Operator Connect
Direct Routing

Mobility policies summary
Calling policies

Call hold policies 1 2
- Default policy Custom policies
Call park policies
Caller ID policies
Dial plans
Emergency policies + Add 3 items Q_ Search by name o
Moability policies
Name | Custom policy Assigned to users (D)
Voice routing policies
Global (Org-wid No o
Voicemail policies
Teams App First View users [

Auto attendants

Native First

Call queues

The policy can be assigned globally, to groups of end users or to individual users. The following functions can be
defined as policy.

Native

e Onthe smartphone, incoming calls are always displayed on the standard phone app. This corresponds to
the usual behaviour of receiving calls on the smartphone. The calls are displayed in parallel on all other
team terminals that are connected to the Internet. If the smartphone is outside the range of a mobile
network but is connected to the internet via a Wifi network, the call is displayed on the Teams app.

Teams App

e Onthe smartphone, incoming calls are always displayed on the MS Teams app.
If the smartphone is not connected to a data network or the Teams app is not configured, the call is
displayed on the standard phone app.
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Choice by the enduser

e The enduser can decide whether incoming calls should be displayed in the standard phone app (native) or

in the MS Teams app.

< Eal\mg £ Incoming call settings

Options

incoming calls

Call forwarding

Also ring Off
40T an active
ese settings, it will be

If unanswere

reflected o

Mobile Phone

Incoming call settings

Manage Delegates

Delegates can make and receive calls on your behalf,

ow in the calling app with audio playback

Contacts

Sync my device contacts

Block calls

Once the policy is defined, users can be assigned accordingly. Applying a policy to a connection can take a few
minutes.

9.1 Create new policy

Mobility Policy so that calls always arrive on the default phone app

Click Add Policy.
nobility pol

Add a name for the policy and select the desired dialer.

Add a name for you mobility policy

e Native
e Teams App
e User defined

Native First

ription so you know wi

created

On Smartphone, standard Telefon App wil
ring first

Save the change.

Select a mabile dialer

Native dialer
El -
Creator: Marc Burkhard B2B- MS Teams Telephony Mobile
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9.2 Add Policy to User

The policy must still be assigned to the respective users.

To assign a policy to a user:
Edit settings

You can assign these policies to one or more

In the left navigation of the Microsoft Teams Admin

peaple in your organization at the same time. Center, go to Users > Manage Users.

Learn more

o e Select the user by clicking to the left of the user name,
R then select Edit Settings.

Keep existing policy ~

Meeting template policy Select the mobility policy you want to assign, then

Keep existing polic
pemm e select Apply.

Mobility policy

Keep existing policy

Global (Org-wide default)

Policies can also be added for a group of users.
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10 Caller ID Policy

Improve the user experience when users without a Teams Phone license (non-PSTN users) make calls.

You can now set up a caller ID policy for users without a Teams Phone license so that a company-defined phone
number is displayed when this group of users calls a MS Teams Telephony Mobile user on the mobile phone.

Background:

Employees who have not assigned a phone number in MS Teams (so-called non-PSTN users) can only use MS
Teams for internal calls. Calls to external telephone connections (mobile or landline) are not possible.

In the case of MS Teams Telephony Mobile users, who prefer all incoming calls to ring on the standard telephone
function (native dialer) of the smartphone, only have limited options for calls from non-PSTN users.

e Display when a call is received immediately:
The name of the calling employee is displayed, but no phone number. Instead of a telephone number,
"Unknown" appears on the smartphone display.

e Display in the call history in the native dialer (e.g. if the call was missed):
As callers do not have a phone number, neither name nor phone number is displayed in the call history.
"Unknown caller" appears in the list. Important: Calls to employees who do not have a phone number are
not possible with the native dialer.

In the MS Teams app, calls from non-PSTN users are displayed with the name and are visible in the call history.

Recommendations on how to avoid incoming calls being displayed as "Unknown" on the Native Dialer of Teams
Telephony Mobile users:

Using a centralised company number and caller ID policy can improve the experience of MS Teams Telephony
Mobile users. Instead of "Unknown", the name of the calling person and the company number defined in the caller
ID policy appear on the display on the smartphone. The MS Teams Telephony Mobile user can therefore also use
the native dialler for calls to these people.

We recommend assigning a caller ID policy for non-PSTN users. This will display a company-defined phone number
when this group of users calls a Teams Telephony Mobile user on the mobile phone.
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Steps required to assign a caller ID policy to non-PSTN users in the company:

Via Teams Admin Centre:

a. Logintothe Teams Admin Centre.
b. On the left navigation tab, under the Language tab, click Caller ID policy.

c. Click Add to create a new policy.

Manage policies Group policy assignment

d. Addaname and a description for the policy.
e. Setthe following parameters
o Block incoming caller ID is deactivated
o Caller ID override policy is enabled
o Name of the caller = PLEASE LEAVE THIS FIELD BLANK
o Replace the caller ID with "Resource Account"

o Replace the caller ID with this resource account = Auto Attendant or Call Queue.

f.  Click on Save.

Add a name for your caller ID policy

F

H

i

ﬂ e

g. Assign this caller ID policy to the corresponding non-PSTN users.

MS Teams Telephony Mobile

Creator: Marc Burkhard B2B-
Protect & Connect (SME) C2 General

CBS-CMB-MCY Creation: 30.01.2024

27/36



swisscom

11 Telephony tariffs with the MS Teams Telephony Option

Calls to the public telephone network (fixed network or mobile network) are charged according to the Protect &

Connect price plan subscribed to.

11.1 Telephoning with the smartphone

All calls with the standard phone app on your smartphone are made via the mobile network. See chapter 7.

In Switzerland via the Swisscom mobile network, abroad via the network of the selected roaming partner. The
inclusive units in your Protect & Connect subscription also apply to telephony with MS Teams.

Example 1: Telephoning with the smartphone - call from Germany to Switzerland.

e The user with the MS Teams Telephony Mobile connection is in Germany and calls a subscriber in
Switzerland. The MS Teams Telephony Mobile user can be reached with his smartphone (native). In

addition, his laptop is connected to the Internet via a Wifi network.

e The call goes via the mobile network (roaming) in Germany to the Swisscom network and is then

transferred via Microsoft Phone System to the public telephone network.

e The call is charged to the caller as a roaming call.

MS Teams Mobile Radio Access
End User :I: Network
0791234567

0

>
Native Smartphone

Involvierte Lander
B Rufaufbau (Verrechnung Anrufer)

Terminierung

Creator: Marc Burkhard B2B-
CBS-CMB-MCY Creation: 30.01.2024
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M35 System

MS Teams Telephony Mobile
Protect & Connect (SME)
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m Auure Cloud

Q l Swisscom
Mobile

08 &

Any End User
HALXXXXXXX
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Example 2: Telephoning with the smartphone - Calling from Switzerland to Germany

e The caller uses a telephone connection in Switzerland and calls an MS Teams Telephony Mobile user who
is in Germany. The MS Teams Telephony Mobile user can be reached with his smartphone (native). In
addition, his laptop is connected to the internet via a Wifi network.

e The call is routed via the public telephone network to the Swisscom network and is then signaled via
Microsoft Phone System to all of the user's accessible terminals. The user accepts the call with the native
telephone function on the smartphone.

e The call is charged to the caller as a national call (within Switzerland).

e The MS Teams Telephony user is charged for an incoming call abroad (roaming).

Swisscom

MS Teams Mobile Radio Access
End User T Network
0791234567 B pAzure Cloud

D | Q
Phone Mobile

Native Smartphone
PSTN

Any End User
+41000000XK

Involvierte Lander
B Rufaufbau (Verrechnung Anrufer)

Terminierung (Verrechnung Empfanger)
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11.2 Making calls with the MS Teams App

Calls with the MS Teams app can be made via any internet connection. See chapter 8.

Outgoing calls via the MS Teams app are billed as if they were in Switzerland. This applies to outgoing calls from
Switzerland and to outgoing calls made abroad.

Example 1: Making a call with the MS Teams App - Call from Germany to Switzerland

e The caller is using the MS Teams app on the laptop and is connected to the internet via a wifi network.

e The call goes via Teams Phone System at Microsoft to the Swisscom network and then to the public
telephone network to the terminating connection in Switzerland.

e The callis billed as a national call (within Switzerland).

MS Teams Mobile
End User

2 Swisscom
0791234567 = Azure Cloud s
T
@ _— Mabile
Phone
— V385 system
MS Teams App
D ~— CPSTN ;
Any End User

HLXXKXKXXXK

Involvierte Lander
B Rufaufbau
Terminierung (Verrechnung)

Example 2: Telephoning with the MS Teams App - Calling from Germany to Switzerland

e The caller uses the MS Teams App on the laptop and is connected to the Internet via a mobile data
network.

e The call is routed via Teams Phone System at Microsoft to the Swisscom network and then to the public
telephone network to the terminating connection in Switzerland.

e The callis billed as a national call (within Switzerland).

e The data connection is made via the mobile network of the roaming partner. Costs are incurred for this
data connection (e.g. through a roaming data package or inclusive units in the Protect & Connect
subscription).
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Radio Access

T Network
MS Teams Mobile

End User
0791234567

|

¥
MS Teams App

Swisscom
=. Azure Cloud
Phone

Mobile
iz >8¢

D | -m
Any End User
+4 LXK

Internet

M365

Involvierte Lander
B Mobile Data Connectivity (Verrechnung Anrufer)
B Rufaufbau

Terminierung (Verrechnung Anrufer)

Example 3: Making a call with the MS Teams App - Call from Germany to Italy

e The calleris using the MS Teams app on the laptop and is connected to the internet via a wifi network.

e The call goes via Teams Phone System at Microsoft to the Swisscom network and then to the public

telephone network to the terminating connection in Italy.
e The call is billed as an international call (Switzerland-> Italy).

MS Teams Mobile
End User

0791234567 Swisscom

[ ||
m Azure Cloud

- &
Phone | —————> Mobile
= e System

MS 'bams App

g Any End User

+39X00000XK

Involvierte Lander
B Rufaufbau
Terminierung (Verrechnung)
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Example 4: Making a call with the MS Teams App - Calling from Switzerland to Germany

The caller uses a telephone connection in Switzerland and calls an MS Teams Telephony Mobile user who
is in Germany. The MS Teams Telephony Mobile user can be reached with his smartphone (native). In
addition, his laptop is connected to the internet via a Wifi network.

The call is routed via the public telephone network to the Swisscom network and is then signaled via
Microsoft Phone System to all of the user's accessible terminals. He takes the call with the MS Teams app
on the laptop.

The call is charged to the caller as a national call (within Switzerland).

There is no cost to the MS Teams Telephony user.

MS Teams Mobile
End User

0791234567 n Swisscom

Azure Cloud

- g
T
Phone Mobile
? M365 System SBC
MS Teams App
PSTN

Any End User
FA 13000000

Involvierte Lander
B Rufaufbau (Verrechnung Anrufer)
Terminierung

Important

Calls to premium rate numbers (e.g. 08xx or 09xx) from abroad to Switzerland are billed at the same price
as if you were calling the number from Switzerland.

Telephone calls abroad to a foreign network cost as much as voice calls from Switzerland to abroad
(international calls according to Protect & Connect price list).

If you are in a country where your Protect & Connect subscription includes phone calls, or you have
activated an additional package with call minutes and would like to make a call to the respective country,
it is best to make the call using the phone app of your smartphone via mobile network. Roaming-inclusive
minutes are not taken into account for calls with the MS Teams app.

An active data connection is always required for telephony with the Teams app.

Data connections abroad may not be free of charge and may incur additional costs.

The quality, security and availability of wifi networks vary.

The easiest and most reliable way to ensure that you can be reached abroad is to make your phone
calls via the standard phone app on your smartphone.
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11.2.1 Bandwidths and data volume when using the MS Teams App

MS Teams is designed to apply the best possible quality for audio and video calls and content transfer, regardless
of the conditions in the network. If the available bandwidth is insufficient, MS Teams optimizes the connection so
that ensuring audio quality is the highest priority.

When bandwidth is not limited, MS Teams optimizes audio quality to HD voice, and for video, up to 1080p
resolution and a frame rate of up to 30 frames per second.

The table below gives a few examples of how much data volume is consumed by certain applications over a certain
period of time. The actual bandwidth consumption of a voice/video call or meeting depends on various factors.
Besides the quality on the network, for example, the layout of the content, the video resolution (e.g. 1080p) and
the number of frames per second (fps). When more bandwidth is available, quality and consumption increase to
provide the best quality. Voice quality, video resolution and number of images also depend on the end devices

used.
Bandwith Type of calling Data Volume
(avg) (ca.)
30 kbps Peer-to-Peer Audio calling 10 Min 2.5 Mbytes
130 kbps Peer-to-Peer Audio calling and Screen sharing 10 Mbytes
500 kbps Peer-to-Peer Video calling with resolution of 360p at 30fps 38 Mbytes
1.2 Mbps Peer-to-Peer HD Video calling with resolution of 720p at 30fps 90 Mbytes
1.5 Mbps Peer-to-Peer HD Video calling with resolution of 1080p at 30fps 113 Mbytes

MS Teams meetings with multiple participants can range from 500kbps to 1.5Mbps bandwidth depending on the
number of participants and content.

Creator: Marc Burkhard B2B- MS Teams Telephony Mobile
CBS-CMB-MCY Creation: 30.01.2024 Protect & Connect (SME) C2 General

33/36



Q swisscom

12 How MS Teams Telephony Mobile affects use on a smartphone

In many cases, the smartphone is a personally used device that is often used in both business and private
environments. Users of mobile phones are basically used to being able to determine their own availability through
settings on the device. Changes can quickly affect familiar expectations how the device is working and how the
person is reachable.

0

Any End User D . D @ D

| | | Azure Cloud
[
M365
Mobile Core IP-Plus l
Signaling and Media
Teams /
Phonesystem

Network

Radio Access
4G VolTE

VolP

Y
| End User Native $ MS Teams App |
. 0791234567

By activating MS Teams Telephony Mobile, the Protect & Connect connection of the end user is
integrated into Microsoft Phone System.

All calls to the affected line are routed through Microsoft Phone System and can be enhanced with
features and policies provided by Phone System.

Policies should be carefully selected and communicated so that end-users can use their mobile
connection as much as possible without restrictions.

Guidelines should be checked for impact and suitability on the mobile connection before application.
Even if they are already applied to fixed lines.

MS Teams Telephony with the fixed network number takes place exclusively in the MS Teams app. In
contrast, with MS Teams telephony with a mobile number, the smartphone implicitly becomes an MS
Teams endpoint. Every call via the smartphone thus becomes an "MS Teams call".

From the end-user's point of view, using MS Teams telephony with a landline number also provides some
separation between business and private communication. Depending on how end users use their mobile
number in the business environment, this can have an impact on the accessibility of the end user.

Team telephony with a mobile number may only be useful for certain end users with certain functions in the
company. For example, employees in the field who can mainly be reached via the mobile connection and no
longer have a fixed network connection.
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12.1 Service continuity - mobile telephony when MS Teams is not available

With the MS Teams Telephony Mobile Option, MS Teams (Azure Cloud / M365) is implicitly part of the integrated
service infrastructure. If it is not possible to establish or receive a call via MS Teams (e.g. due to limited availability
of the MS Teams service), a call is made via an automatic fallback without involving the MS Teams service
infrastructure.

12.2 Emergency Calls
Emergency calls are generally possible with all MS Teams endpoints (Teams app, smartphone (native dialer).

Whenever possible, make emergency calls using the standard telephone application (native dialer). In this way,
they are automatically localised and connected to the nearest emergency call centre (PSAP).

12.3 A few considerations before using MS Teams Telephony Mobile

Start with a pilot operation

A pilot test is carried out to gather information and make adjustments before a project or programme is
implemented on a larger scale. In the case of MS Teams Telephony Mobile, this way you can find out what
differences there are in usage between a "normal" Protect & Connect connection and a Protect & Connect
connection with MS Teams Telephony.

You can also test MS Teams/Phone System functions (e.g. special policies etc.) to see how they affect the use of
the standard telephony app on the smartphone.

What does smartphone use look like in the company?

e How do employees use the company connections?

e What is the main purpose of the mobile connection? Is it the only connection, or do the employees use a
landline number in parallel?

e Are employees also allowed to use the mobile connection privately?

Depending on this, the presence of MS Teams on the mobile connection can be perceived differently by the
employees.

Who should receive Teams Telephony Mobile?

Are there certain people or functions in the company who should use MS Teams with a mobile connection as a
priority? For example:

e  Field staff (technical).
e Field staff (commercial)
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