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Introduction

With the QES Ident Service, Swisscom Trust Services supports the process of verifying the identity of natural persons, par-
ticularly in the context of the provisions of the German Anti Money Laundering Act(“AMLA"). Swisscom Trust Services is
considerably simplifying the process of identity verification for anti-money laundering purposes for its customers. Previ-
ously a physical on-site identification or video identification, which always has high abort rates, was necessary according
to the AMLA. With Swisscom QES Ident only electronic access to a German bank account is required.

Purpose of the document and exclusion clause

This document serves as a basis for discussion with the various parties concerned - it does not claim to be complete or
error-free. It does not constitute an offer and is not intended to have any other legal effect, in particular not for existing or
future contracts.

In this document, Swisscom Trust Services expresses its opinion and view, also regarding legal assessments - such as those
concerning the German Anti Money Laundering Act (AMLA) - but without any guarantee or liability. It is the sole responsi-
bility of each party concerned to carefully study the circumstances themselves and draw their own conclusions. Swisscom
Trust Services recommends that each party consult experts as necessary to clarify any questions that arise, particularly in
areas of special legislation, such as the AMLA.

Identification processes in the context of combating money laundering

In the context of the fight against money laundering, the focus is on compliance with due diligence obligations about the
identification and collection of identification data of its contractual partner. An obligated party under the AMLA must en-
sure that it assures its contractual partner to be checked and knows with whom it is doing business. To this end, the con-
tractual partners must be clearly identified in accordance with the law.

The current approach is to personally inspect the

i contractual partner and identify him by means of an
official identification document or to use an ap-
Other obligated party . ) . . . )
. acc. AML law proved video identification. Particularly in the case
e (617, 1-4) of video identification, special conditions, such as

NO CONTRACT!
the prohibition of sub-delegation, must be ob-

5 = legatir
2 ﬁ served, as well as the strict requirements of §17 (5)

GWG with regard to "other suitable persons and

Person to be Obligated Party

identified acc AML law companies" as third parties who have to fulfil duties
"Economically entitled of care in the context of identification.
person”
Q However, in §12 (1) 3 or §12 (1) 2, the AMLA also
) permits an identity check using a qualified electronic
Thrdparty signature in accordance with the elDAS Regulation,

(§17,5): CONTRACT! provided that there is also a validation of the signa-

ture and a reference transfer from an account in the
name of the person to be identified. The reference transfer must be made "directly" within the framework of the signa-
ture creation. By this, contracts requiring the written form (BGB §126a) can be signed digitally with the signature. If only
an identity check is to be carried out, the signature can be applied, for example, to a self-disclosure document from the
customer or an account application form. In this way, the contractual partner identifies itself as a natural person vis-a-vis
the obligated party, with the support of the Swisscom identification partner, who is itself an obligated party within the
meaning of the AMLA and provides the necessary data from the identification check according to elDAS. The identification
method approved for Swisscom IT Services Finance S.E. for this purpose by means of e-banking login requires the same
proof within the meaning of the "eIDAS Regulation" as is later required in the context of the AMLA:

e  Verification of the necessary (own) data of the person to be identified (name, address, place of birth, birthday,
nationality)

e  E-Banking Login to a German account, e.g. (previous) house bank, additional checks distinguish here between
account owner and account authorised representatives or shared accounts

e  Triggering of a transfer (10 cents) to a recipient account of the identification partner and thus triggering of
strong authentication at the house bank’s account. The amount will be refunded later.

e  Completion of the identification with a second factor for authentication (one-time password via SMS).
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In this respect, Swisscom provides these elDAS identification proofs via its identification partner following the identifica-
tion and signature, so that the customer can also use these as proof of identification in the sense of the GWG. The cus-
tomer as the obligated party then only has to validate the signature against the EU Trust List and provide proof of a refer-
ence transfer from a verified account made by the verified person, which it has received as proof from the Swisscom iden-
tification partner.

©
O Onboarding ﬁ Evaluation signature @
ﬁ E Reference Transfer c9
Signatory evidence  ©
Customer and new
) Probably self-assessment obligated party
Identity Identification based Vetted data (Schufa)
evaluation In context of on e-Banking login Reference Transfer evidence
§12 (1) 3, e-Banking: Signature Signature
§13(1) 2 Making Identification partner ist obligated
reference party pursuantto §17 (1) 2 AMLA
transfer . DE ‘:'> «Art. 2 Abs. 1 Richtlinie EU 2015/849»
Current O Reference \dentificati r
S transfer: entification partner swisscom
bank institution of Swisscom
10 cent forth and )
back (also obligated party)

Since the identification partner itself is the obligated party pursuant to Section 17 (1) 2 GWG (banking institution), special
contracts on due diligence are not required, which would otherwise be necessary pursuant to Section 17(5)GWG with
"other suitable persons and companies" as supporting third parties.

Integration of the QES Ident Service

The QES Ident Service with its proof of identification and signature is completely integrated into the customer workflow. It
would be conceivable, for example, that the customer shows the person to be identified a document for electronic signa-
ture, e.g. a self-disclosure or account opening. The customer then opens an order (1) for a QES Ident with Swisscom and
forwards the person to be identified to the service (4, 5, 6).

O =] call URL of
URL Portal E] partner’s portal Identification and
correction of the
Signierender
pre-data
Customer’s portal CallbackURL:
@ +  Signed hash of the contract
. + Logdata bank accounttransfer
+  Proven pre-data
Order I"""t Portal
Pre-dataof the —_
personto be Identification E
identified and URL partner por‘tal partner
Hash contract Access to the partner,
End point (7) Order reference
URL portal, .
API porta Order with
end point
Smart Registration Service access to end point pre data
E] 8 Hash (contract)
and All-in Signing Service End paint (7)

With the order opening, the customer already transfers the known personal data (1) to the QES Ident Service, which the
person can then check and correct again (optionally) in the portal of Swisscom's identification partner:

° First name and surname,

° Home address,

° Date of birth,

e Place of birth

e and nationality.
All data except the place of birth are checked by a well-known German credit agency and compared with the data from
the e-Banking login. The verified person then makes the reference transfer from his or her account in Germany to the
account of the identification partner and thus also fulfils the GWG requirement of "immediacy" (here: same session) of
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the transfer to be made. Likewise, the hash of the document is now also electronically signed in a qualified manner, which
the customer also transmitted to Swisscom when placing the order (1). The signed hash is returned to the customer by the
identification partner (8). The customer can create a signed document from the signed hash. This ensures that the content
of the document cannot be read by either Swisscom or the identification partner.

The customer can now check the permissibility of the signature of Swisscom IT Services Finance S.E. using the EU trust list

and the signature certificate or by querying a validator. In addition, the customer receives log data of the reference

transfer directly from Swisscom's identification partner (8). This means that identification within the meaning of §12 (1) 3

or §12 (1) 2 has been carried out by checking a qualified electronic signature. Further data is collected and transmitted

without the strict requirements of an identification check, as described in the . Interpretation and Application Instructions

of the BAFIN pursuant to Section 51 (8) GwG,as of December 2018, in chapter 5.1.3.2 d). It says here literally:

"For the identification of natural persons, the information pursuant to Section 11 (4) No. 1 AMLA shall be collected regu-

larly by asking the person concerned or by taking over from an identification document submitted by the person con-

cerned. (...)

The following options are available for verifying the identity of natural persons: (...)

d. Qualified electronic signature pursuant to Section 12 (1) sentence 1 no. 3 GwG
An appropriate examination of the above-mentioned identification documents and evidence shall be based on
the risks of money laundering and terrorist financing in each individual case. This also applies in view of the fact
that some of these documents and evidence do not contain all the information specified in Section 11 (4) No. 1
AMLA. Nevertheless, this circumstance does not exclude the suitability of the document or evidence for verify-
ing the identity of the natural person to be identified (nor does it expressly exclude Section 4 (4) sentence 1
GwG aF). Insofar as individual details mentioned in Section 11 (4) No. 1 GwG are not contained in the document,
no verification is required with regard to these details. “

Here, Bafin even relies on self-disclosure or "no verification", nevertheless, one is on the safe side with any other careful
collection of these data, such as based on identification collection for a qualified elDAS signature as done within QES
Ident.

The customer experience

The signatory is forwarded from the customer workflow to a special identification URL of Swisscom's identification part-
ner:

Q SRS Bank - Swisscom Trust Servic X [, Klarna Ident X +

CcC 0 @ identklarna.com/e77aedb2-958e-4820-9b5d-fe855e7a553e

After confirming the terms of use, he enters his data, selects the banking institution and gives the authorization for the
reference transfer:

Complete your details Confirm transaction

We need your personal information to make sure you are the In order to finalize the identification, we'll need you to

right person. transfer us 10 cents. Don't worry, we'll refund 10 cents to you
within 10 days.

Choose your bank

Please choose your bank sa that we can verify your identity. chipTAN optisch (Flickercode)

nter the name of your bank. of your IBAM / BIC
P DKB

Deutsche Kreditbank - DKB ¥

Kreis- und Stadtsparkasse Dinkelsbihl >

Finally, the contract is signed with a one-time password, which is received via SMS.

Data protection according to GDPR

Within the meaning of the GDPR, all parties are independent controllers in this scenario. This means that the customer
asks the person to be checked for consent to the data transfer to Swisscom and the identification partner. The person to
be verified enters into a separate contractual relationship with Swisscom regarding the conditions of use for the signature.
The identification partner is the delegated registration authority office and is itself under obligation. It obtains the custom-
er's consent to data processing. All parties are visible to the customer during the screens or during the interactions. In this
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respect, no order processing is concluded. Swisscom will keep the data for 35 years in accordance with the Austrian Signa-
ture Act (SVG).

The role of the ID card or Passport document

Again and again the question arises to what extent also identity card or passport data or copies must be included in the
case of the bank login identification procedure.

In the May 2020 version, the application and interpretation instructions of the Bafin point out:

" According to Section 8 (2) sentence 2 GwG, in particular, a copy of the documents submitted for identity verification in
accordance with Section 12 (1) sentence 1 number 1 or 4 GwG or their complete optical digital recording must always be
made (see in detail below under Chapter 9).

Reference is made here to §8 Paragraph 2 Sentence 2 GwG, which, for example, also excludes the document copy itself
for the elD:

"Insofar as documents pursuant to Section 12 (1) sentence 1 number 1, 4 or 5 are submitted for the purpose of verifying
the identity of a natural person or documents pursuant to Section 12 (2) are submitted for the purpose of verifying the
identity of a legal entity" or insofar as documents determined on the basis of a statutory instrument pursuant to Section
12 (3) are submitted or used, the obligors have the right and the obligation to make copies of these documents or records
or to record them in optically digitised form or, in the case of on-site readout in accordance with Section 18a of the Iden-
tity Card Act, Section 78(5), second sentence, of the Residence Act or Section 13 of the elD Card Act, to record the service-
and card-specific identifier and the fact that the data were taken over by means of on-site readout These shall be deemed
to be recordings within the meaning of sentence 1.".

The basis of the bank login procedure is the verified transmitted data of the person, the transaction that took place and
the proof that this person holds an account. This means that the "documents" (data) used here are transmitted accu-
rately. They are expressly considered as records in the sense of the required diligence.

This means that the term "document" in the law and also in the Bafin documents is not always the same as an identity
document.

Advantages of the process

Compared to a physical on-site inspection, this procedure can be carried out online within one or two minutes without
media discontinuity. High abort rates, sometimes up to 20-30%, which can occur in connection with video identification
because the camera resolution or bandwidth is insufficient, are not to be expected here. In contrast to a video identifica-
tion, no outsourcing contract according to §17(5)ff. AMLA, which transfers the duties of care to the video service provider,
does not have to be concluded. As Swisscom's identification partner is also a bank itself and thus also an obligated party
within the meaning of the AMLA, it can provide verification information, such as the verification of the reference transfer,
without the need for a further individual contract. By linking the possibility of a bank transfer with an identification verifi-
cation and signature, the legally required immediacy is also given (see $12 (1) AMLA according to subsection 5). In addi-
tion, the procedure is also considerably cheaper than video identification due to the lower abort rates.

After conclusion of the service contract, the Swisscom customer only has to comply technically with the Swisscom proto-
col and is then automatically connected to the Swisscom identification partner. The "one-stop shopping" without any fur-
ther contract with the identification partner enables him to continue to use the signature only on the basis of authentica-
tion in the future regardless of any further identification (up to a maximum of 2 years).

Further information on this topic

Further information and contact details can be found on our homepage
https://trustservices.swisscom.com
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