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Do you already work with Microsoft 365 and want to fully protect
your company data? 365 Total Protection is designed for Microsoft
365 applications and reliably protects your Microsoft cloud services.

365 Total Protection:
Security Management for Microsoft 365

What is 365 Total Protection?

With 365 Total Protection, you get a comprehensive se-
curity solution with a wide range of email and data se-
curity features for Microsoft 365. Extended functions
ensure that email archiving is legally compliant and of-
fer intelligent protection against advanced persistent
threats using Al-based analysis mechanisms.

In 365 Total Protection Business and 365 Total Protec-
tion Enterprise, we offer you two comprehensive pack-
ages to manage your company security with Microsoft

365. Take a look at our overview to see which security
variant best meets your company’s requirements.

The solution at a glance

Sender/recipient

S

Mail Security
365 Total Protection

Your benefits with 365 Total Protection

Anti-spam and anti-malware: Protection against
spam, phishing and malware, as well as techniques
against spoofing

Email Live Tracking: Monitor all email traffic in real-
time and define filtering and delivery options

Infomail Handling: Prevent the direct delivery of
emails classified as newsletters and infomails

Content Control: Protection against sending or re-
ceiving file attachments that are unauthorised under
company policy

Threat Defence: The multi-stage filter systems and
in-depth analysis immediately detect and protect
against new threats and attacks

Operation in Swisscom DC

TLS encryption
to Microsoft 365

Automatic

synchronisation
Domain, user, groups
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Facts & Figures

®

365 Total Protection Business

is available for:
e  Microsoft 365 Business Premium
e Microsoft 365 Business Essentials
e  Exchange Online Plan 1
e  Exchange Online Plan 2

365 Total Protection Business features

Email Live Tracking

Infomail Handling

Content Control

Compliance Filter

Threat Defence

Outlook Black & White-
listing

User-based Individual
Signatures

1-Click Intelligent Ads

Company
Disclaimer

Global S/MIME
Encryption

Secure Cipher Policy
Control

Monitor all email traffic in real-time and define filtering and delivery options

Prevent the direct delivery of emails classified as newsletters and infomails

Protection against sending or receiving file attachments that are unauthorised under
company policy

Extended filter functions to automatically check email traffic according to self-defined fil-
ter rules

The multi-stage filter systems and in-depth analysis immediately detect and protect
against new threats and attacks

Interface provides centralised control from Outlook

Centralised control to ensure that email signatures remain uniform across the company;
automatic matching of contact data records through Active Directory Integration

Set up advertising banners or links to be automatically integrated into email signatures
for external corporate communication; option for group-based assignment

Automatic integration of uniform and legally compliant company disclaimers in every
outgoing email; option for group-based assignment

Strong encryption solution to secure email communication against unauthorised modifi-
cation or access by third parties; protects internal and sensitive content against spying

Central TrustChain management; individually define security criteria used for email com-
munication
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365 Total Protection Enterprise
is available for:
e Microsoft 365 Business Premium
e Microsoft 365 Business Essentials
e Microsoft 365 Enterprise E1
e Microsoft 365 Enterprise E3
e Microsoft 365 Enterprise E5
e  Exchange Online Plan 1
e  Exchange Online Plan 2

365 Total Protection Enterprise additional features

Email Archiving

10-Year Email Retention

eDiscovery

Forensic Analysis

ATP Sandboxing
URL Malware Control

Global Security Dash-
board

Malware
Ex-Post Alert

Contingency Covering

Emails are automatically archived in a legally compliant and audit-proof manner immedi-
ately upon receipt and sending

Simple and legally compliant access to archive data within the framework of legal reten-
tion periods

Extensive full text search with numerous filter functions to find the specific data you are
looking for within seconds

Forensic analysis mechanisms, algorithms and Al-based detection mechanisms to effec-
tively defend against sophisticated threats

Protects against targeted attacks and blended attacks through dynamic analyses
Secures all email communication links to the internet; analyses and secures downloads

Provides an overview of company security management; collects comprehensive infor-
mation (threat reporting, attempted attacks including attack type and vector) at a glance

Notification if emails are subsequently classified as harmful, including detailed evaluation

Effective protection against system failures with automatic, immediate activation
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