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Cloud workloads often contain sensitive
information such as customer details, intellectual
property and financial data. Companies must
ensure they have adequate protection.

Cloud Security Protection protects hosts, comprehensive protection for cloud workloads
containers, Kubernetes and serverless functions  through the analysis of vulnerabilities,

in multi-cloud environments through-out the continuous monitoring, proactive threat

entire application life cycle (build, deploy and detection and automated security measures. The
run). service can be extended with modular functions

Cloud Security Protection is a cloud workload
protection (CWP) solution that offers
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to meet customer requirements and be
connected with a security operations centre
(soq).

Continuous monitoring
Enables seamless monitoring of your cloud workloads in real time to detect security risks at
an early stage.

Automated risk assessment
Analyses security incidents based on current threat data and automatically evaluates their
severity.

Proactive attack prevention
Implements protective measures to eliminate known vulnerabilities and minimise potential
attack vectors.

Rapid incident response
Enables swift response measures through automated playbooks to efficiently mitigate
security incidents.

Independent from public cloud providers

The solution is independent of public cloud providers (Azure, AWS, GCP), suitable for multi-
cloud environments, and offers consistent protection as well as unchanged security
implementations when switching providers.

The information in this document does not constitute a binding offer. It is subject to revision at any time.
Swisscom (Switzerland) Ltd Enterprise Customers, P.O. Box, CH-3050 Berne, Telephone 0800 800 900, www.swisscom.ch/enterprise
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How Cloud Security Protection works
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Swisscom Managed Services

Facts & Figures

Basic services El

Cloud Workload Protection (CWP)

This service module includes a CWP solution that provides flexible protection for cloud VMs,
containers and Kubernetes apps, serverless functions, and containerised tasks. DevOps and cloud
infrastructure teams can adopt the architecture that meets their requirements.

— Support for public and private clouds

— Flexible agent-based protection and agentless scanning

— Integrated security throughout the entire application life cycle
— Dashboard access

— Project services for introducing the solution and its life cycle

— Operation of service, alert and incident management

The information in this document does not constitute a binding offer. It is subject to revision at any time.
Swisscom (Switzerland) Ltd Enterprise Customers, P.O. Box, CH-3050 Berne, Telephone 0800 800 900, www.swisscom.ch/enterprise
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Cloud Detection and Response (CDR)

Cloud Detection and Response (CDR) is a security approach that efficiently identifies and responds to
threats in cloud environments. Benefits for customers include real-time detection of security
incidents, automated response mechanisms, improved transparency, and a reduction in business
risks, which overall leads to enhanced security and compliance.

— Support for public and private clouds

— Identification of security incidents and threats through machine learning and Al-driven algorithms

— Integration of automatic processes for rapid response to detected security threats

— Provision of comprehensive insights into cloud infrastructure and its security status

- Analysis of potential risks and vulnerabilities in the cloud environment

— Support in adhering to legal and industry-specific security standards

— Investigation of user activities to detect suspicious patterns

— Integration with existing security solutions: assistance in seamless incorporation into existing
security infrastructures

Options ClJ

Web Application and API Security (WAAS)

The WAAS module offers an integrated approach to the security of web applications and APIs. It
supports the OWASP Top 10 and API protection, as well as functions such as vulnerability
management, compliance and run-time protection. The module detects and automatically protects
microservices-based web applications and APIs in cloud and on-premises environments.

Threat Detection and Response (SOCaa$)

Integration and data provisioning of the Cloud Security Protection Service with the Swisscom Threat
Detection and Response - SOCaas, or with another customised Security Operations Centre.

Additional services

— Access to the Dashboard
— Consulting services for the implementation and ongoing improvement of cloud security advice, as
well as customer-specific adjustments and changes (time & material) during ongoing operations

You can find more information and get in touch with our experts here https://swisscom.ch/cloud-security

The information in this document does not constitute a binding offer. It is subject to revision at any time.
Swisscom (Switzerland) Ltd Enterprise Customers, P.O. Box, CH-3050 Berne, Telephone 0800 800 900, www.swisscom.ch/enterprise


https://www.swisscom.ch/en/business/enterprise/offer/security/threat-detection-and-response/security-analytics-and-soc.html
https://www.swisscom.ch/en/business/enterprise/offer/security/threat-detection-and-response/security-analytics-and-soc.html
https://swisscom.ch/cloud-security

