Microsoft Azure Security Assessment by Swisscom

Cloud computing makes it possible to provide IT services quickly and
flexibly. At its core, however, information and data are constantly
being processed, and protecting it creates new demands for your IT
department. We can help you keep your information secure at all
times in accordance with your needs, including in the cloud.

We will help you to comprehensively
protect your IT, whether it is fully cloudbased or hybrid, focusing on the technical
aspects of security.
What is the Microsoft Azure Security Assessment?
In a structured assessment, we will assess your current
and/or planned implementation of data security in Azure. We’ll also check your Azure architecture, from the
virtual network to security groups, role assignments
and policies. This will enable us to develop a comprehensive picture of IT security in your current cloud deployment, which we will complete and optimize by offering professional advice on the security tools offered
by Azure.
After the assessment is complete, our experts will suggest some possible improvements and, on request, explain in greater detail how you can carry out important
tasks in different fields on the basis of a subsequent
cloud security agreement.

Your benefits with the Microsoft Azure Security
Assessment by Swisscom
– Comprehensive assessment
Measure your maturity in relation to cloud security in
Microsoft Azure.
– Knowledge-sharing
Basic and in-depth explanations of different topics for
your company during the workshops.
– Solid know-how
Access to security-related expertise based on real-life experiences.
– Technical approach
We’ll provide practical recommendations based on the
Azure deployment that we find.
– On-premise implementation
Our experts will implement the service at your premises
in agile teams for a fixed price or an hourly fee.

How we carry out the Microsoft Azure Security Assessment
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Facts & Figures

Assessment
duration and cost

Duration: 4 days, comprising
•
2 half-day workshops at your premises or online
•
3-day concept development and presentation of results by Azure security experts from
Swisscom
Cost: CHF 9,800, including an Azure CSP subscription with a CHF 250 allowance for three calendar months.

Basic assessment
process

Stock-take
At a half-day workshop, we will examine your current IT infrastructure and business requirements, and together we will define use cases and security enhancement options. We will look for
possible vulnerabilities in your Azure environment by conducting interviews and machine-based
analysis.
Expert assessment
The security status of the analysed environment will be clearly explained in a detailed report (CIS
Benchmarks v1.2.0 or similar). Swisscom Azure security experts will analyse and evaluate your
current situation. Based on their analysis, we will organise a workshop on making your Azure environment more secure as part of the Cyber Security Assessment. There will also be an opportunity to use the knowledge of Swisscom’s Azure security experts in order to focus on individual
Azure services. All aspects of a comprehensive security architecture can be covered, including development, system security, data security, secure communication, identity and access management, and logging and security analytics.
Presentation of results
Presentation of the Swisscom expert assessment, including:
analysis and report on the current situation with a management summary
detailed list of analysed resources, including evaluation and identification of the main
risks and recommendation on mitigation.
Azure subscription
If you do not yet have an Azure subscription, you will receive an Azure CSP subscription (CHF 250
allowance for three calendar months) as part of the assessment.
We will give you comprehensive support with all matters related to Azure security.

Optional
services

We will develop a target operating model (business transformation) for you.
We will carry out change management (organisational transformation) for you.
We will support you with our extensive portfolio of Microsoft Cloud services so your journey to
the cloud is a success.

With our portfolio, we adopt a holistic approach. In addition to Professional Services, Managed Services and our
Reselling+ portfolio, we are your partner for Microsoft 365 and Dynamics. Find out more at
www.swisscom.ch/azure.

