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Secure Boot Certificate Update – No Immediate Impact on Operations 
 
We are reaching out to share information about an upcoming Secure Boot certificate change that may 
affect the long-term security updateability of certain virtual machines. Microsoft is currently updating its 
Secure Boot certificate infrastructure, as certificates issued in 2011 will expire between June and October 
2026. This affects the long-term security lifecycle of virtual machines using Unified Extensible Firmware 
Interface (UEFI) Secure Boot in VMware-based environments.  
 
What this means for you 

- No immediate impact on availability or operability 
Your virtual machines will continue to boot and operate normally. 

- Security lifecycle relevance 
Systems that are not updated in time will gradually lose the ability to receive future Secure Boot–
related security updates. 

 
This is therefore not an urgent operational issue, but a topic that should be addressed as part of platform 
lifecycle and security planning. 
 
How Swisscom supports you 
Swisscom is working closely with VMware by Broadcom and Microsoft to clarify the situation and define 
robust remediation paths within the Enterprise Service Cloud. 
 
Next steps 

- At this stage, no immediate action is required from customers. 
- Swisscom will proactively reach out to affected customers once procedures, timelines, and 

responsibilities are fully confirmed. 
 

We will keep you informed and provide clear guidance well ahead of any required action.  
 
If you have any questions in the meantime, we ask you to contact your Swisscom Customer Service Manager 
or Account Manager. 

 

Kind regards, 
Swisscom Enterprise Service Cloud Team 
 
 


