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SCION GATE Service

SCION GATE, the next-generation network protection

for business critical services against cyber-risks, whilst

increasing secure access and business continuity for

Secure and traceable connection of
remote users to business-critical services

Cyber security threats pose a major threat to the availa-
bility and safeguard of compliance of a company's busi-
ness critical services when accessed by remote users via
the public Internet. Running at or near capacity, even
small cyber-risks can impact the performance and bring
down these business-critical services. SCION GATE pro-
tects business critical services against cyber-risks and in
parallel provides a secure and traceable connection for
remote users to these business-critical services.

What is the SCION GATE Service?

With the SCION GATE Service, you have the means to
protect your business-critical services from cyber risks
and Distributed denial-of-service (DDoS) attacks origi-
nating from Border Gateway Protocol (BGP), Autono-
mous Systems (ASes) and enable your remote workers to
seamlessly reach a company's SCION AS's (Autonomous
Systems) without any additional configuration to be
made on the remote workers' workstation or on its
residential Internet access.

The SCION GATE Service enables your network
administrator to have better control and visibility on the
number of users accessing business critical services via
the public Internet.

remote users.

How can/do you benefit with Swisscom's SCION GATE
Service?

— Business-critical services are no longer visible on the
publicInternet.

— Increased business continuity for remote workforce
based in Switzerland.

— Reduced surface of attack from cyber risks and D(D)oS
attacks.

— Greater policy-based access control to business-criti-
cal services.

— Geo-fencing, as business-critical services are only ac-
cessible from Switzerland and network based cyber -
attacks from the rest of the world are no longer possi-
ble.

— Combination with Swisscom's SCION Access Service
to fit specific needs.

Protect your business-critical services against cyber risks
and DDoS attacks by makingyour services invisible to the
rest of the world and increase business continuity for
those who really need access to these services.
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You can find more information and our expert’s contact details at swisscom.com/scion



http://www.swisscom.com/scion

