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Companies are storing more and more of their 
data, applications and IT resources in the public 
cloud. This not only increases flexibility, but also 
the complexity and security requirements. 

Cloud Security Governance is a scalable security 

solution for multi-cloud environments that en-

sures full transparency of your cloud resources. 

As a Cloud Posture Security solution, it monitors 

your resources, ensures transparency, and in-

spects configurations and applications for mis-

configurations and vulnerabilities. 

Cloud Security Governance identifies changes in 

policies and ensures compliance is maintained at 

all times. The vulnerability analysis is presented 

simply and clearly. Regular reports provide com-

panies with complete visibility and transparency 

for IT operations in public or multi-cloud environ-

ments. 

 

 
Visibility and transparency 

This service provides insight into your cloud infrastructure and its security requirements. 

The results are documented in a regular report. 

 
Fulfilment of policies and compliance requirements 

Breaches of policies and compliance are automatically detected and presented with auto-

mated discovery scans. 

 
Detection of misconfigurations and vulnerabilities 

The solution continuously checks the vulnerability rating of your cloud infrastructure, in-

cluding potential misconfigurations and security settings. 

 
Independent of public cloud providers 

The solution is suitable for public cloud applications (Azure, AWS, GCP) and maintains secu-

rity implementations even when switching cloud providers in a multi-cloud environment. 
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How Cloud Security Governance works 

 

Facts & Figures 

Basic services 

Cloud Security Posture Management (CSPM) 

This service module ensures comprehensive transparency, compliance, and governance for cloud in-

frastructures and workloads. This is achieved through continuous monitoring and auditing of all cloud 

resources for misconfigurations, vulnerabilities, anomalous, and malicious behaviour. 

 

– Full transparency and visibility regarding misconfigurations, policy violations, and compliance 

– Swisscom Best Practice Policies and Policy Lifecycle Management 

– Regular provision of reports 

 

Agentless Workload Scanning 

Identifies and assesses vulnerabilities in cloud workloads to enable targeted security measures for risk 

mitigation. 

 

– Agentless Vulnerability Management 

– Service operation, alert, and incident management 
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Options 

Cloud Infrastructure and Entitlement Management (CIEM) 

CIEM enables the assessment of effective permissions assigned to users, workloads, and data within 

the monitored cloud instance, ensuring that identity and access management (IAM) policies are 

properly managed, and access is enforced according to the principle of minimising entitlements. 

 

Data Security Posture Management (DSPM) 

DSPM provides a unified approach to data security that identifies and addresses risks in real time. It 

uses AI-driven insights and automated monitoring to secure sensitive data. The benefits include com-

prehensive data classification, risk prioritisation, and real-time threat detection.  

 

AI Security Posture Management (AI-SPM) 

AI-SPM provides visibility and control over AI models, GenAI, and AI supply chains. New attack vectors 

can be stopped before they become effective. 

 

Further services 

– Consulting services for introducing and continuously improving cloud security 

– Advice, customer-specific adjustments and changes (time and material) during live operations 

 
You can find more information and get in touch with our experts here https://swisscom.ch/cloud-security 

https://swisscom.ch/cloud-security

