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Secure Boot Certificates (KEK 2011) —Technical Background and Mitigation
Options

We are reaching out to share information about an upcoming Secure Boot certificate change that may
affect the long-term security updateability of certain virtual machines. Microsoft will retire Secure Boot
certificates issued in 2011 (PK / KEK / DB / DBX)! between June and October 2026.

Virtual Machines (VMs) will continue to boot normally after the certificate expiration. However, systems
without an updated certificate chain will no longer receive future Secure Boot database (DB/DBX) updates
or bootloader security updates.

Technical background

- Virtual machines running on Swisscom'’s Private Cloud platforms have:
- amissing Platform Key (PK), or
- aPKwith aninvalid signature.
- Inthese cases, KEK updates fail, which causes Secure Boot update errors and prevents future
security remediation via DB/DBX updates.
- Theimpactis progressive and affects the security posture, not immediate system functionality.

Platform-specific handling

vSphere 8 (and Enterprise Service Cloud 3.0)
- VMware will provide a vCenter / ESXi patch enabling automated remediation during VM reboots.
- Prerequisites:
- vCenter / ESXi patch (currently expected around May)
- VM Hardware Version 14 or higher
- VMware Tools 13.1.x or higher

vSphere 7

- Afully automated remediation, similar to vSphere 8, is not foreseen due to architectural limitations.
- Swisscom has worked together with Broadcom to identify partially automated mitigation options
(details will be provided in the upcoming remediation runbooks).
- Current customer options:
- Accept the progressive loss of Secure Boot update capabilities and align remediation with a
future Enterprise Service Cloud 3.0 migration, or

- Perform a manual replacement of the Platform Key (PK) per VM as described in the official
VMware Knowledge Base.

Important operational note
If Secure Boot is used together with vTPM and BitLocker, BitLocker must be suspended during PK
replacement. In some cases, the BitLocker recovery key is required.
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Swisscom roadmap (near term)

Swisscom is upgrading all vSphere 8 platforms to enable automated Secure Boot remediation once
the Broadcom hotfix is available.

Swisscom is updating VM templates in the service catalogues. Newly deployed VM’s on vSphere 7
will then contain a valid PK and signature. Further communication will be provided via the official
Enterprise Service Cloud release notes.

Swisscom will provide customer documentation and operational runbooks including a step-by-step
instructions and script snippets to support the remediation process.

Swisscom is developing an automated remediation path to enable customer self-service PK
replacement on vSphere 7 (manual reboot required). Additional information will be shared after
internal validation is complete.

Terminology

PK: Platform Key (Master key owned by hardware vendor Broadcom)
KEK: Key Enrollment Key

CA: Certificate Authority

DB: Secure Boot Signature Database

DBX: Secure Boot Revoked Signature Database

Reference to vendor knowledge base articles:

https://knowledge.broadcom.com/external/article/423893
https://knowledge.broadcom.com/external/article/423919
https://support.microsoft.com/en-us/topic/how-to-manage-the-windows-boot-manager-
revocations-for-secure-boot-changes-associated-with-cve-2023-24932-41a975df-beb2-40c1-99a3-
b3ff139f832d

https://access.redhat.com/articles/7128933

Further technical and procedural details will be shared once vendor coordination and validation are
complete. At this stage, no immediate action is required. All necessary information will be provided in the
coming weeks to enable work on the remediation plan.

If you have any questions in the meantime, please open a service request.

Best regards,
Swisscom Enterprise Service Cloud Team
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