
 

 

 

As a company, you rely on secure and available communication via e-mail 

at all times. In additionto ever more spam and viruses, targeted attacks are 

carried out via e-mail that threaten your company. Mail Security lets your 

employees focus on their jobs. Because threats such as viruses, trojans 

and phishingare blocked before they reach your network. 

Best protection from spam, viruses and 

phishing for all mail servers. No admin-

istration costs, no harmful e-mails, no 

worries. 
 

 

What is Mail Security? 

Mail Security from Swisscom is the complete cloud- so-

lution for security, validation and management of e-

mails and works with all mail servers. Multistage filter 

process and innovative technologies guarantee the best 

detection rates and reliability. Mail Security can be set 

up for existing mail servers quickly and easily. Common 

work steps for administrators are also resolved 

intuitively for customers in the Admin portal. With 

Mail Security, you secure your e-mails professionally 

and prevent threats reaching your network through 

e-mails. 

 Your benefits with Mail Security 

– All-round protection 

Best detection thanks to multi-stage scanning en-

gines, filtering and sandboxing. With updates every 

minute, your protection is always up to date. 

– Cloud solution with cost savings 

No hardware or software needs to be installed. The 

cloud solution is cost-effective, since you only pay for 

what you actually use (per mailbox). 

– ISO 27001 certified data centres 

Mail Security is operated in redundant, secure 

Swisscom data centres in Switzerland. 

– Protection against data loss 

If your infrastructure fails, your e-mails are stored for 

up to 7 days.  

– Designed for Office 365 

Comprehensive security and compliance for Office 

365. Automatic synchronisation between Mail 

Security and the Microsoft Cloud. 

 

 

How Mail Security works 
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Facts & Figures 

 

Basic services 

Spam and virus filter 

99.9% of spam e-mails and 99.99% of viruses are reliably recognised by combined virus and 

phishing filters. Users receive spam reports automatically. 

Intuitive control panel 

The service is managed centrally via the Admin portal. You can fully control your own mail  

traffic. 

Content filter 

Tailor-make your content filter to block unwanted attachments and newsletters and limit the 

size of incoming and outgoing e-mails.  

Comprehensive statistics 

Keep an overview of your mail traffic and the effectiveness of your spam filter. 

 

Options 

Advanced Threat Protection (ATP)  

ATP offers complete protection from targeted and highly complex threats such as ransom-

ware, blended and targeted attacks, and phishing. 

ATP uses sandboxing, highly innovative, forensic analysis engines, URL rewriting and URL scan-

ning to identify harmful e-mails. When attacks occur, the user is informed in real time. 

E-mail archive  

Archive external and, optionally, internal e-mails for as long as the customer wants. Compre-

hensive search functions and full-text indexing in the Admin portal. IOS, Android and Outlook 

plugin also available. 

E-mail encryption incl. compulsory TLS 

E-mail encryption and signatures using separately ordered certificates. Central policy manage-

ment in the Admin portal. Certificate management by Mail Security. 

S/MIME certificates 

Mail Security provides the customer with the certificates required for signatures and encryp-

tion and renews them before they expire. 

365 Total Protection  

Seamlessly integrated security management for Office 365. Compliance, e-mail and data secu-

rity as default setting.  

E-mail signatures and disclaimers  

Central management of e-mail signatures and disclaimers using Active Directory, including 

simple WYSIWYG editor. 

Log streaming 
Sends log data from Mail Security to your SIEM for central analysis of your security-relevant 

events. 

 

Supplementary  

services 

Support 

24/7/365 support via web ticketing and phone 

 

You can find more information and our expert’s contact details at swisscom.ch/mailsecurity 

 
 

http://www.swisscom.ch/mailsecurity

