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World 



 
 

 

Introduction 
 

IoT-connected devices are extremely difficult to 
protect from external hackers or hidden 
backdoors due to their diversity, resource 
constraints, lack of standardization, and limited 
update mechanisms.  

These factors, combined with weak 
authentication, network exposure, and supply 
chain vulnerabilities, necessitate a robust, 
cellular-specific solution like IoT Watchtower for 
comprehensive security. IoT Watchtower is the 
leading IoT security solution to provide visibility 
into cellular IoT security threats.  

IoT Watchtower proactively blocks or mitigates 
security incidents and offers significant risk 
reduction and regulatory compliance for IoT 
deployments in the cellular network. 

The risks and costs of a cybersecurity incident 
related to an IoT deployment can be 
astronomical. Devices remain in the field for long 
periods and may not be remotely patched or 
economically replaced. OTA upgrades can be 
risky. IoT Watchtower significantly reduces this 
risk, helping to avoid business interruptions such 
as downtime, revenue loss, penalties, or brand 
damage. 
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Background 
 

As the importance of IoT services grows, the 
European Union's regulatory landscape has 
evolved significantly, with a strong focus on 
strengthening digital resilience and 
cybersecurity. IoT service and critical 
infrastructure providers  are now required to 
adapt to new legislation that aims to protect the 
integrity of the data of its participants. A crucial 
pieces of legislation in this regard is the NIS2 
Directive. 

 

 
NIS2 Directive 

 
The NIS2 Directive, adopted in December 2022 
by the EU Commission is an update to the 
original Network and Information Security (NIS) 
Directive of 2016. Currently, NIS2 has to be 
transferred to national law in the member 
states in September 2024 even if this is not the 
fact in all member 
states. It aims to enhance the security of 
networks and information systems across the 
EU. NIS2 extends its scope to cover a broader 
range of sectors, including financial services and 
imposes stricter security and reporting 
obligations.Key aspects of NIS2 include: 
 
 

 

• Enhanced Risk Management: Organizations are 
required to adopt comprehensive cybersecurity 
measures proportional to their risks. 

 
• Incident Reporting: NIS2 sets tighter deadlines 
and reporting requirements for significant 
incidents, ensuring swift communication with 
authorities. 

 
• Supply Chain Security: The directive emphasizes 
the importance of securing the entire supply chain, 
recognizing that vulnerabilities in third-party 
systems can have far-reaching impacts. 

 
• Harmonized Sanctions: NIS2 introduces a more 
harmonized approach to penalties across the EU, 
with fines potentially reaching up to 2% of an 
organization’s global turnover. 
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IoT Watchtower in action 
 
 
Watchtower offers real-time insight into the 
status and behavior of IoT devices, allowing 
companies to stay constantly informed about 
the state of their devices. This helps quickly 
identify unusual behavior or suspicious activities 
of each single IoT device.  
The solution analyzes device traffic and behavior 
to detect signs of security threats such as 
malware, unauthorized access, or compromised 
devices. Watch-tower leverages adaptive 
security policies, AI and threat intelligence to 
identify potential risks and vulnerabilities. 
 

 
 

 
IoT Watchtower uses the native instrumentation 
and control mechanisms integrated into the 
Swisscom IoT connectivity management platform 
service. Everything is done at the network level.  
 
Watchtower is  
• a plug-and-play solution: simply turn it on. No 
agents on IoT devices are required & no trust 
broker is needed. 
• provides really full visibility to IoT device 
communications 
• enables to enforce granular zero-trust access 
policies for applications and each individual IoT 
device jurisdictions. 
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Awareness 
1. Mirroring Metadata 
2. Analyze Metadata 
3. Signaling Traffic & Device Anomaly 
4. Classification  
5. Risk assessment & periodic Report 

 
Enforcement 
6. Define Protection Level 
7. Set Application & Protection Policies 
8. Enforce Rules 

 

4 



 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Swisscom IoT WatchtowerTM  powered by aeris 

As a trusted network provider, we are uniquely positioned to support IoT service provider in 
complying with NIS2, and other regulatory requirements. We undergo rigorous audits according to 
ETSI standards, which, while not mandatory in many European countries, have been firmly 
established in Switzerland for years. This gives us a significant advantage over providers who do not 
adhere to the same high standards. 

 
At a time when regulatory requirements are becoming increasingly complex, it is crucial to rely on 
partners who not only possess the necessary expertise but are also capable of responding flexibly to new 
challenges. IoT Watchtower will help you that your digital processes become robust, compliant, and 
future- proof. 

 
Swisscom is happy to help with your transition to the technologies of the future.  
Contact www.swisscom.ch/iot, your IoT Specialised Sales or send us an e-mail to 
iot.spoc@swisscom.com 
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https://www.swisscom.ch/de/business/enterprise/angebot/iot/iot-connectivity.html?campID=SEA_SE_E1GR0892_664886883082&&campaignid=8864784888&adgroupid=154010009994&gad_source=1&gclid=EAIaIQobChMIlZL61tvxiAMVfqmDBx3eLSbjEAAYASAAEgLSBPD_BwE&gclsrc=aw.ds
mailto:iot.spoc@swisscom.com
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