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It's important to protect sensitive data and critical
infrastructures. Companies opting for Swisscom
Mobile ID are choosing an end-to-end security
solution and retaining complete control of all their
data.

Secure, strong authentication solution for Your benefits with Swisscom Mobile ID

companies in Switzerland — Flexible solution for different applications and plat-
forms

— Whether it’s for use in the cloud, your own data cen-
tre or remotely: you provide a consistent user experi-

The Swisscom Mobile ID authentication solution pro- ence in different system landscapes

tects access to your company data and applications

with a comprehensive end-to-end solution for two-fac-

What is Swisscom Mobile ID?

— Easy toinstall and use with practical self-service

tor authentication (2FA). Mobile ID can be used in multi- ~ Professional help —from introduction to ongoing
ple processes: everything from the simple addition of a support

second factor to an existing login, to password-free — Mobile providers ensure the logistics and distribu-
two-factor authentication, online signatures and geo- tion of the hardware

location It is suitable for different system landscapes

and meets strict regulatory requirements. — Scalable and highly available — provided in Switzer-

land

Swisscom Mobile ID is ideal for companies looking for a
competent solution partner that can also handle com-
plex requirements.
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The details in this document do not constitute a binding of-

fer. Subject to modification without notice.
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Mobile ID
with Swisscom

Simple expansion of existing solutions for secure two-factor authentication without the need
to adapt software or extend existing user interfaces

Proven protocols like SOAP/XML, HTTP REST, RADIUS or SAML can be used in the login process
and are compatible with solutions such as Microsoft ADFS

End-to-end redundancy from the Swisscom application platform, via various communication
channels, to the authentication application on mobile devices

Proven cryptographic algorithms and concepts ensure simple and transparent procedures in
security-critical applications such as e-banking

Replacement of access via hardware tokens, SMS and password solutions

Status information allows individual optimisation of user processes and expansion of in-house
monitoring and alerting measures

Can be used independently of mobile phone coverage on app or SIM via WLAN

Supplementing the traditional user name and password login data with a Swisscom Mobile ID
confirmation

No tokens, rollouts, hardware or app maintenance: you don’t need software on the device or
specific GUIs as applications can be integrated via standard interfaces. Mobile ID is the easiest
way to secure VPN or remote desktop solutions.

With simple authentication, you increase the number of logged-in users compared to guests,
strengthen customer loyalty and offer an improved web experience.

Securing information systems with Mobile ID allows easy access without compromising your
information. Mobile ID works for B2B applications as well as for B2C portals like e-banking, e-
health or cloud services.

Geo-Fencing can be used to limit access authorisations geographically. Swisscom Mobile ID
provides reliable location data as the foundation for access control.

It provides straightforward transaction or order confirmation in customer service using a
smartphone; for example, for traceable expressions of intent for creating qualified electronic
signatures.

Suitable for business applications, customer portals and local authority applications

Implementation, management, operation, monitoring and support —end-to-end if desired
Simple user experience with high user acceptance

Strong authentication solution from Switzerland

SLA with guaranteed availability

Established provider of security services in Switzerland

Competent advice covering complex questions

24/7 contact in all national languages and comprehensive self-service portal


file:///C:/Users/taaglma3/AppData/Local/Microsoft/Windows/INetCache/Content.Outlook/TIIDPYGA/www.swisscom.ch/enterprise

